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Abstract— Network intrusion detection (IDS)
is an important research area in the dynamic field
of network security. Intrusion Detection System
(IDS) is popular defense mechanism that often uses
machine-learning algorithms to detect known and
unknown attacks. In this study the ever-persistent
network threats in the UNSW dataset were tested
with artificial intelligence intrusion detection
systems implementing different popular machine
learning classifiers for classifying network datasets.
After processing the raw data and fine-tuning
through normalization, the post-processed data is
analyzed and discussed upon. The data is then fed
into different classifier models. The performance
accuracy of the models were compared to select
best suited classifier for a network data. This study
is groundwork research for classifier model
selection for network data that can be used as
reference to future research work in this arena.

I.

INTRODUCTION

As we are getting more and more connected by
technology, the internet is getting more and more
complex. We share numerous things every instance,
some of them are more valuable than others. Hackers
are always there trying to steal our data, personal
information and industrial secrets for illegal financial
gain.
Now that we are in an era where machines are used in
every aspect of livelihood, the demand for machines
that learn on themselves is at its peak. Application of
machine learning is utilized to solve problems that were
unimaginably complex until now. Intrusion detected
and anomaly detection is a new field of data protection
that no longer relies on rule based resolution to protect
against network intrusion systems. Despite efforts
made to secure critical assets, the infrastructure to be
secured is becoming increasingly complicated, and the
attack techniques for penetrating the system are ever
evolving, which increases the challenges faced by the
cyber security professionals. This is where an intrusion
detection system (IDS) plays a vital role for monitoring
malicious activity in a network system [1]. IDS works
as a defense mechanism which can detect malicious
activities or threats in a network environment.

An intrusion detection system work in such a way that
any detected suspicious activity gets reported. This
usually get reported to a system administrator or is
collected and sent out to a centrally located or managed
system which is called security information and event
management (SIEM) system.
IDS can be generally divide into two types Networkbased IDS (NIDS) and Host-based IDS (HIDS). In a
network based IDS, data packets are collected from
network traffic and later used to analyze the
information to find suspicious or malicious traffic. So
in a whole the role of a network IDS is to gather,
identify, log and later alert about the captured malicious
traffic. A host-based IDS identifies intrusions and
malicious behavior of a specific device. It tracks,
monitors and analyzes the change in important files and
directories by checking application logs, modification
in file system and other host activities.
IDS can also be classified according to the detection
approach. These are: Misuse and Anomaly detection.
In a Misuse detection also known as signature-based
detection, the behavior or pattern is matched with
known vulnerabilities. In other words the system seeks
a known pattern or a signature match. This makes this
a strong detection method with comparatively lower
false positive alarms. The advantage of this misuse
method is the ability to identify known attacks and
relatively low false alarm rate provided the rules given
are correctly defined. The disadvantage of misuse
attack is, it could be helpless to unknown attacks since
it depends on when the database of known enlisted
attacks.
In an anomaly detection system, the system is designed
to detect any deviation from normal activity. This
requires making the system trained about the normal
activity first. The powerful advantage of this system
remains detecting novel attacks and attacks that are not
known previously. However, lack of precision and
accuracy to identify attack leads toward high rate of
false positive alarm in anomaly based detection system.
[2] [3]
With the challenge in hand, attack detection techniques
need to cope with the advanced intrusion techniques,
which are also persistently evolving. The existing
systems for detecting anomalies analyses events case
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by case and act based on preset logic. However, they
are prone to limitations since there is a scarcity of
information of actual attacks to learn from and false
detection usually causes serious problems for usual
traffic, leading to business impacting implications. In
the future, however, what we need is autonomous
anomaly detection systems equipped with high
computation powers and cloud infrastructure, which
can learn how the attacks are engaged in order to
adaptively respond to advanced persistent threats
(APTs). This paper presents a study of various AIbased abnormality detection systems using popular
machine learning classification techniques.

II.

LITERATURE REVIEW

Much research have been done in the area of intrusion
detection. In [4] array Support Vector Machine (SVM)
was used for attack detection and later the authors tried
to compare their results with other SVM methods in
terms of training time and accuracy. In [5] authors have
used both SVM and Random forest (RF) method for
detection and showed RF method is more effective in
terms of time. The authors in [6] showed a different
approach one-class SVM for anomaly detection. Both
misuse and anomaly-based detection model used in [7]
which the authors are calling a hybrid model where
they used Binary Tree as a classifier for misuse
detection and SVM classifier for anomaly detection.
Then there are some other approaches attempted by
many researchers. Fuzzy rule-based model is used in
[8] and has been compared with the traditional
threshold-based model. Again [9] have also used
default fuzzy logic for better sensitivity and speed in
IDS. [10, 11, 12, 13] have used Artificial Neural
Network (ANN) based models for IDS. [14, 15, 16]
have used Genetic Algorithms for intrusion detection.
Several researchers have shown study on feature
reduction methods many of which show different
approaches. In [17] experimented with both SVM and
ANNs, they have categorized and later have identified
features. This was done considering some sort of
criteria and by ranking which feature is important for
each kind of attack. If we consider a large number of
feature this method may not be practically feasible
since it evaluates each feature separately. Based on the
Markov blanket of the target variable, data is classified
and features can be selected using Bayesian network
[18]. The authors have proposed CART algorithm to
classify data. A decision tree is prepared to identify the
significant features with predictor ranking.
On the UNSW-NB15 dataset [19, 20] applied ARM
algorithm for feature engineering in the dataset. An
anomaly-based IDS is proposed in [21] using GA and
SVM with a new feature selection method. Different
machine learning feature reduction techniques were
applied by Thanthrige [22] to evaluate dataset
performance. Use of other methods like Information

Gain, Chi-Squared statistics can be observed in this
research. In 2015, Wang [23] has shown that how
features can be found in the raw network flow data by
using neural networks particularly the deep neural
networks. Usha and Kavitha proposed a normalized
gain based IDS for MAC Intrusions (NMI) to improve
the performance of IDS significantly [24]. Some
researchers have used clustering-based framework for
intrusion detection in wireless computer networks [25]

III.

DATASET

In our research we have used the UNSW-NB 15 data
set [20]. The data was created with the help of IXIA
PerfectStorm tool in the Cyber Range Lab by the
researchers at the Australian Centre for Cyber Security
(ACCS). This data is said to be a hybrid which
contains both real modern normal activities and attack
which is with synthetic contemporary in nature.
The researchers have used the tcpdump tool which
captured 100 GB of the raw traffic. The data set
contains nine different types of attacks; namely,
Fuzzers, Analysis, Backdoors, DoS, Exploits, Generic,
Reconnaissance, Shellcode and Worms. Total 49
features were generated using the Argus, Bro-IDS
tools and 12 algorithms. The data are class labeled.
The totals of 2,540,044 data were available in the four
CSV files [19], [26].
Our initial focus was to test the algorithm with the
UNSW-NB15 dataset. UNSW-NB15 dataset has four
files of the UNSW-NB15 dataset, which has 3.2M
rows containing 85:14 attack-normal rows ratio. Each
individual event, i.e. row, in the UNSW contains 49
columns. Like any other datasets, UNSW also has
missing data which needs to be taken care of before
any models can be applied. As part of our data preprocessing measures, we impute the missing values
and change the categorical data into numeric
representations for the several columns. Such
approaches are conventional measures to make the
data more interpretable to the machine learning model.
Our belief is that such feature engineering will
enhance meaningful representation of the events and
hence will provide better results.

IV. METHODOLOGY
For evaluating the popular machine learning
classifiers, we are using a standard scikit library that
has stood the test of time and has been fine-tuned over
the time. The UNSW dataset is divided into 4 files, and
we have used two of the files to create our own dataset
for the purpose. This new dataset is now divided into
three equal sections, two of the portions are used to
create a train dataset and one portion is used as a test
dataset. Since we intend to be consistent on the
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approach for each classifier, we have used the same
data for training and testing for all of them. Each
classifier is built into a model and trained over the
dataset, and are trained the same number of epochs.
After the model is learned and fitted against each data
row in the set, and has learned the representation of
normal and attack events, we then test the model on
the test dataset. Once the model is exposed to the test
dataset, it predicts from the never-seen-before data and
classifies them to be normal or attack. These
predictions are stored into an array and matched with
the actual output. The comparison between the
prediction and actual output is used as a performance
metric for the classifier. A perfectly learned classifier
will be able to classify the test events with best
accuracy.
Then these performance metrics are
captured and compared against each other. They are
hence giving a projection as to which classifier is best
for the security data. It is noteworthy here, that the
nature of the network traffic data depends upon what
is being communicated, and hence there are no one
classifier that fits all. The nature of the traffic is
heavily dependent upon the OSI layer of the data
communication. UNSW is OSI packet transfer data
and it is intended for layer 3 and higher
communication.
a. Techniques
The classification techniques chosen for this study are
as follows:
Random Forest algorithm is a supervised classification
algorithm that creates multiple decision trees and
merges them together to get better accuracy and
prediction.
Ridge Regression, which is occasionally used in
network intrusion detection, is a technique of
analyzing multi-colinearity in multiple regression
data.
Decision Tree Classifier, repetitively divides the
working area (plot) into sub part by identifying lines.
Linear discriminant Analysis (LDA) is a method used
in statistics, pattern recognition and machine learning
to find a linear combination of features that
characterizes or separates two or more classes.
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Naive Bayes classifiers are a family of simple
"probabilistic classifiers" based on applying Bayes'
theorem with strong (naive) independence
assumptions between the features.
b.

Physical Setup
A four core Intel i5 equipped machine with 8GB
memory with a 64-bit OS is used as the host for
running this experiment. Various popular python
libraries like pandas, scikit-learn, scipy, numpy, pickles
etc. are used in the code for the project.

V.

RESULTS

Table I shows the comparison for the various
classifiers. Most of the classifiers are performing high
as the machine learning model is for supervised
machine learning. As we can see the Random Forest
classifier shows the best performance. Ridge regressor
performs the lowest. Linear Discriminant Analysis,
Decision Tree Classifier and K-Neighbors Classifier
all perform with comparable accuracy. Also provided
in fig. 2 is the ROC curve (receiver operating
characteristic curve) which is a popular tool for model
performance. The curve is created by plotting the true
positive rate (TPR) against the false positive rate
(FPR) at various threshold settings. True positive and
true negative are cases where the attack and normal are
accurately classified. False positive is when normal is
detected as attack and false negative is when an attack
is detected as normal. Higher false positives and
higher false negatives both means misidentifications,
it is arguable that which of these are more dangerous
for the application. It depends on the application. For
example, for spam detection cases, false positives are
more damaging as a spam email ending up in the inbox
is perhaps less damaging than an important email
getting restricted as spam. On the contrary if the focus
is to restrict network penetration, identifying and
blocking each attempt is important, even if it generates
some false alarms marking low threat events for
immediate response. Nowadays, MSSPs (Managed
Security Service Provider) are doing a better job in
identifying repetitive alarms and filtering actual treats
either manually or by other means.
We find out the accuracy which is the ratio of positive
and negative cases correctly identified.
Accuracy= (TP + TN) / (TP + TN + FP + FN)

K-Nearest Neighbors algorithm (k-NN) is a nonparametric method used for classification and
regression focusing on neighbor contribution, so that
the nearer neighbors contribute more to the average
than the more distant ones.
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TABLE I: ACCURACY FOR DIFFERENT CLASSIFIER MODEL

Classifier
Random Forest

Accuracy
0.9871

Ridge Regressor

0.7809

Decision Tree Classifier

0.9823

Linear Discriminant Analysis

0.9856

K-Neighbors Classifier

0.9864

Naïve Bayes Classifier

0.9675

vital importance for the model selection. It presents a
baseline reference for comparison for other researches
in this field. The provided accuracy and other metric
comparisons depict which model is best suited for
intrusion detection datasets. In future this work can be
extended to design an algorithm that automatically
selects which model to use based on simple
intelligence collected from data. This way high
computational expense from trial and error can be
avoided.
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