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Abstract
A blockchain is a shared, distributed, and immutable ledger.
The blockchain has generated intense interest for use in a
variety of industries and domains, ranging from banking,
finance, and insurance to healthcare, government, retailing,
and manufacturing. Organizations are using blockchains to
develop new applications that are more reliable and efficient.
In this paper we explore the blockchain technology for
building computer information systems. We first conduct a
systematic analysis of applications and issues related to
blockchain technology, and then identify some issues that
require further research in order to be properly addressed.
We also discuss the potential application of blockchain in
education, and how education systems can benefit from the
advent of blockchain technology.
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1. INTRODUCTION
Blockchain is a distributed and decentralized solution for data
management; it takes into account cryptography, consensus
mechanism and immutability [1]. Cryptography such as
hashing algorithms maintain integrity in blockchain, whereas
consensus mechanism provides reliability and data
consistency. In the blockchain, data is generated and stored
in the form of blocks, and each consecutive block is
connected to the previous blocks in the form of a chained data
structure. Each block has a reference to its immediate
previous block. The reference is a hash value of the previous
block. The hash value of the current block is calculated using
the hash value of the previous block; therefore, any change in
the data leads to different hash values, thus allowing the user
to detect any data manipulation [2]. Copies of blocks are
stored in multiple sites called nodes, which are distributed
across the Internet. Each of the user nodes is involved in the
storage, validation and maintenance of the data blocks.

Whenever a new block is added to the blockchain, it must be
approved by at least more than half of the users, and updates
about the changes are broadcasted to all the nodes in the
network for synchronization. Once the information is
synchronized, it cannot be changed.
Blockchain has a wide area of applications. The most famous
application of blockchain is of course the bitcoin [3]. Built on
top of the blockchain technology, bitcoin ensures user
anonymity and security.
Besides cryptocurrencies, blockchain can be applied to
diverse applications. When developing a computer
information system, maintaining the integrity or correctness
of the content is essential in earning the user’s confidence.
Consider educational content development as an example.
The curricular information and the faculty/student records
must be protected against potential tampering. Blockchain
technology offers a trust-based system ensuring authenticity.
The technology can be used to store and manage student
records, especially information about degrees and
certificates, in order to prevent degree frauds. The student
assessment records and learning outcomes can be stored and
accessed via blockchain-based implementation [64].
The blockchain technology can contribute to development of
smart cities through its feature of sharing services [4]. Since
blockchain allows transactions without any third party
intervention, it can be used in various online financial
services, such as management of digital assets like online
payment processing and virtual wallets [5]. Blockchain is
becoming popular for next-generation systems such as smart
contracts [6], Internet of Things (IoT) [7], security services
[8], medicine [9], etc.
The rest of this paper is organized as follow. In section 2 we
analyze the advantages of using blockchain technology to
build information systems. Section 3 is a survey of various
applications that use blockchain technology. Section 4 gives
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an in-depth analysis of issues related to blockchain
technology. We discuss our findings in section 5.

2. ADVANTAGES OF
BLOCKCHAINS
Blockchain technology provides an encrypted distributed
database. The data is stored in a manner that prevents data
tampering, and data can be shared in an open and transparent
manner. Below are some of the advantages of the blockchain
technology.

Protecting data integrity
Sensitive data stored online can be vulnerable to tampering
and modification. Blockchain technology can provide users
and developers a secure way to store data online, by ensuring
data integrity. Blockchain systems use cryptographic hashing
to provide integrity of the ledgers. Any modification in a
block would invalidate all the successive blocks; blockchain
provides a safe and efficient data model that tracks all
changes done to the global states [10] [11]. Keyless Signature
Structure (KSI) is a blockchain project based on one-way
hash functions to generate digital signatures which can
validate the time, integrity and attribution of origin [12].

Tamper-proofing
Blockchain stores the data in the form of chained data
structure, whenever data is stored in the blocks, a unique
timestamp is associated with storage of that data; any further
modification to this data after the timestamp is not allowed
[13]. This feature makes it computationally infeasible for the
hacker to manipulate the existing data within the ledger.

Protecting identities
Digital Identity is essential to ensure secure business
transactions. The traditional identity management systems
are costly, and are prone to many online security threats [14].
The blockchain technology enables a decentralized digital
identity system which offers a secure way to monitor and
manage the users accounts [15]. SecureKey is a digital
identity network built on IBM blockchain; it enables users to
verify their identities using their smartphones to sign up for
new bank accounts and other utilities.
Another widespread technology, Public key Infrastructures
(PKIs), which is often used to implement strong
authentication, data encryption and digital signatures, can be
used along with blockchains. Such a system can help mitigate
the risk of false key propagation by allowing the system to be

more robust and trustworthy [16]. The PKI system integrated
with the blockchain is able to validate the user identity
effectively. CertCoin [17] is a blockchain-based PKI. It is a
decentralized authentication system that removes the idea of
central authority altogether, and maintains a distributed
public ledger and its associated keys. Pomcor [18] is a
research company that uses blockchain for storage of issued
hashes and revoked certificates. It also makes verification
faster as the user has a local copy of certificates, thus making
it efficient to verify the certificate without network access.

Preventing fraud and data theft
Blockchain technologies provides a decentralized and tamper
proof methodology, which helps to protect data from hackers,
thus preventing potential frauds and decreasing the chance of
data being stolen or compromised [19]. The blockchain keeps
the record of an asset transfer; any type of fraudulent activity
can be detected by tracing through the blockchain [20].

Disaster Recovery
In a blockchain system, every user can generate and store a
complete copy of the data. The storage and recording of data
is done synchronously at all the user sites, with the help of
open source sharing protocols. In an application built on
blockchains, every user has the right to generate data, and
keep full copy of the data. This mechanism decreases the
chances of single-site failure. Large number of user nodes
involved in storing a blockchain lowers the hacker’s chance
of successfully attacking the user nodes [21].

Transparent and incorruptible
Blockchain provides a fully auditable ledger of transactions.
Only entries that have been validated by the system can be
entered to the blockchain system. Once the entries are made,
it is computationally infeasible to modify the data without
being detected. This makes it impossible to hide or delete any
fraudulent transactions. The data cannot be corrupted,
because a huge amount of power is required to make any
changes in the blockchain, as an entire network needs to be
overridden [22]. High transparency eliminates the need for
checkpoints to validate the transactions [23].

Protecting critical infrastructure
Critical infrastructures such as the domain name systems
(DNS) are vulnerable to security flaws such as distributed
denial of service (DDoS) attacks and man-in-the-middle
attack [24]. Blockchain-based DNS offers better security and
reliability, since all the domain names are stored locally. This
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eliminates the need for client server interaction for DNS
queries. Such a system offers better security against man-inthe-middle attacks [24].
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3. APPLICATIONS OF
BLOCKCHAINS

Blockchain provides a secure and shared platform for storage
of the user data. The data is not limited to diplomas, but
includes information like transcripts and attendance [62]
[63]. Sony and IBM [65] are using blockchain technology to
develop a platform for storage of information like transcripts,
attendance records. The student can access the data and share
the data with the employers.

Below are some of the emerging applications of blockchains.

Blockchain in Finance and Auditing

Blockchain in education

The emergence of blockchain technologies such as Bitcoin
had a great impact in the area of financial services.
Blockchain has the potential to facilitate the banking and
finance market by providing global money remittance,
enabling smart contracts, automating banking ledgers, and
preserving digital assets [25]. The blockchain technology can
help in building a peer-to-peer (P2P) financial market which
is more secure, fast and reliable for multiparty computation
[25].

Blockchain can be used to create permanent e-portfolios of
intellectual achievement [69] for personal use to store
intellectual work or to present the data to the employer.
Blockchai [70] is blockchain-based startup which enables
creative artists to register their work.
Blockchain can also be used as an alternative technology for
education reputation currency called kudos [69], which
measures the learning outcomes that can be further stored in
a virtual wallet. Learning is earning [69] is a smart contract
based application, where students are encouraged to perform
better and get rewards for their performance. Blockchain can
be used to maintain balance between learning process and its
outcome. Due to immutable and secure nature of blockchain,
it can be used to store data, which can then be trusted for
talent acquisition [71].

Payment of fees via Cryptocurrency
Colleges have started taking cryptocurrency such as bitcoin
for payment of tuition fees. For example, the University of
Nicosia, King’s College in New York, and Simon Fraser
University in BC are accepting digital currency for payment
of tuition fees [67].

Secure storage of educational records using
Blockchain
Blockchain technology can be used as a platform for keeping
student’s data, such as diplomas, in a secure manner. The data
cannot be altered, thus building a trust-based system. The
records stored are safe and easily accessible. MIT’s media lab
has developed a blockchain based application called
blockcerts wallet, which creates, issues, and verifies
blockchain-based certificates. The goal of the project is to
enable individuals share their official records in a secure
manner without the concern of data tampering. The
certificates received after the candidate has passed the
assessment will be stored in a blockchain. The certificates
received are secure and tamper proof [68]. This prevents data
tampering and degree fraud [66].

The blockchain is a reliable platform and can be extremely
helpful to provide a trust-based service in the field of
accounting [26]. It can help to provide a secure way to handle
the integrity of records, and complete transparency for
automating the audits, thus reducing the cost and time to
conduct an audit [27].

Blockchain and the Internet of Things (IoT)
Internet of things, one of the most promising information and
communication technologies, is ramping up recently. IoT
devices often lack security features such as user anonymity
and authentication. Security and privacy are the two major
concerns in computer systems that involve IOT devices [28].
Blockchain-based IOT provides a secure trust-based system
[29]. Rifi, etc. [30] proposes a fully decentralized blockchainbased architecture using smart contracts to implement secure
data access in IOT. Hardjono and Smith [31] proposes a
privacy-preserving mechanism to share sensor-data in a
secure and reliable manner.

Blockchain as a system of record
Blockchain uses distributed systems called ledger to maintain
the records. The records can be used to manage the user
identity without sharing any personal information. The usage
of private keys forms the basis of ownership of digital assets,
which ensures security against any manipulation and fraud. It
can be used in financial institutions like banks; a bank can use
the blockchain technology to create records automatically
and to maintain a control on who has the right to access that
information. The technology can also be used for managing
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health records [32]. Any digital asset that are difficult to
protect and manage, like multimedia and email records, can
use blockchain to manage data [32].

Blockchain-based Tokenization
Tokenization serves as a platform for identity and access
management. Tokens can be of various types, ranging from
coin token, assets token to credit token. These tokens are used
to bind the physical and the digital assets. Tokens are used
for identity and accessibility [33]. These digital tokens are
useful for supply chain management, intellectual property,
anti-counterfeiting, and fraud detection [34] [35]. Simple
Token [37] is a company that helps other companies to
deploy their own branded crypto-backed token economies.
The company offers tokenization-as-a-service, which is built
upon and benefit from the blockchain technology.
Tokenization introduces an important concept – that is, assets
can be managed directly by the owner, without the
involvement of a third party [38] [39].

storage costs around $2 per terabyte per month, compared
with Amazon S3’s $25 per terabyte per month [45].
Metadisk is a blockchain-based decentralized file storage
application [46]. Storj [44] is beta-testing cloud storage using
a blockchain-powered network, to improve security and
decrease dependency.

Blockchain-based digital voting
Digital voting using blockchain is a form of distributed
ledger, where the block contains records of transactions.
Online voting using blockchain provides security and
anonymity [48]. FollowMyVote [50] is a Virginia-based
company, which offers a blockchain-based voting system that
ensures voting is done only once by each user. The vote is
represented as a token; once a vote is casted and stored, it
cannot be tampered, due to the immutable feature of the
blockchain technology. [51]Presents a blockchain-based
digital voting system for secure and distributed voting.

Blockchain for decentralized notary

Smart Contracting
A smart contract is a computer protocol used to verify and
facilitate execution of contracts; it reduces the cost associated
with contracting [40]. Smart contracts were first proposed by
Nick Szabo in 1996. Ethereum [42] is a blockchain platform
that provides medium for smart contract code. Smart
contracts facilitate an essential service in the finance industry
[43].

Blockchain for automated governance
Bitcoin is an example of automated governance, aka a
decentralized autonomous organization (DAO); a DAO is an
organization that is maintained through a platform called
contracts. The records of financial transaction and program
rules are maintained by blockchain [36]. The blockchain
technology can help to maintain a digital ownership of assets.
The rules on how the system works is coded by the
blockchain protocol.

Blockchain as a distributed storage
Blockchain can be used as a decentralized cloud storage,
which helps to improve security and decrease dependency on
a central system. Hashing and data replication are the key
benefits in using blockchain-based cloud storage [47].
Complete decentralization and data redundancy offers better
security against attacks and single-site failure. The storage of
data using blockchain technology is much cheaper, as
compared to other cloud storage such as Amazon. Blockchain

Blockchain technology can be used as a digital notary
service. The timestamp and the hash in the blockchain
validate the existence of particular work at that time, which
can be further proved in court [49]. Stamped [52] uses the
blockchain technology to notarize ownership proof for digital
assets.

4. ISSUES RELATED TO
BLOCKCHAIN
Like any technology, blockchain is not a perfect solution. It
has some limitations [53] and points of vulnerability, which
needs to be examined before adoption. In this section, we
discuss some of the limitations.

Scalability
The current mechanism in the blockchain technology
requires storage of state of every transaction. This mechanism
provides high level of security; however, it brings out the
issue of scalability and bandwidth restriction. In Bitcoin, the
size of a block is 1MB, and the creation of a block takes about
10 minutes; the size of the block and the latency time, limit
the number of transactions [56]. Per the blockchain.info/
website, as of March 24, 2018, the worldwide Bitcoin
transactions per day was over 1,787,000 (or about 7,445
transactions per hour). When the number of transaction
increases, issues such as size of blocks and latency need to be
resolved.
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Several approaches have been proposed to improve the
scalability issue in blockchain. AfterEther Foundation [54]
proposes a new way of improving scalability by introducing
blockchain clusters. Croman, etc. [55] explores the scalability
issue in blockchain, and concludes that parametrization of the
block size and interval in Bitcoin proves significant for
throughput and latency improvements, while retaining
significant system decentralization.

Throughput of Transactions:
Blockchain application such as Bitcoin is unable to process
transactions at a faster rate. The current standard of Bitcoin
is 7 transactions per second. With increase in transactions, the
throughput of transactions needs to be improved [56].

Performance Issues:
Blockchain has a distributed, peer-to-peer nature. A
blockchain-based transaction can be completed only when all
the nodes update their respective ledgers, which can take
hours to complete [56]. As ledgers grow, the performance
will be an issue.

Privacy and Security issue:
Blockchain provides a decentralized, immutable database of
transactions, which can be validated and verified by nodes
distributed across the network. The users can make a safer
transaction as they use generated addresses rather than their
real identities. Despite these advantages, the current trend
lacks complete privacy. Kosba, etc. [57] explains that the
current system in blockchain cannot guarantee transactional
privacy as the entire sequence of actions that happen are
propagated across the network and are recorded on the
blockchain, thus making records visible to all nodes in the
network, resulting in lack of complete privacy.
A blockchain may be prone to the 51% attack [58]. In a 51%
attack, a single entity would have full control of the majority
of the network’s mining hash-rate, and would be able to
manipulate the blockchain. Blockchains are also prone to
other security attacks such as DAO attack, BGP hijacking
attack, and Eclipse attack [39].
In [17], the authors present a technology that combines
blockchain and off-blockchain storage (off-blockchain
solutions can be used as an alternative for storage, like a
centralized cloud might be used to store the data) to construct
a personal data management platform that preserves privacy.

Consumption of Resources:
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Mining in blockchains requires huge amount of resources,
such as computing power and electrical energy. The energy
requirement of Bitcoin, for example, is around $15 Million
per day [59] [60].
Fairley [61] quoted the Blockchain.info website and said that,
in June 2017, the world’s bitcoin miners were generating
roughly 5 quintillion (5 followed by 18 zeros) 256-bit
cryptographic hashes every second. He also estimated that
processing a bitcoin transaction would consume more than
5,000 times as much energy as using a Visa credit card.

5. DISCUSSION
The paper provides a systematic review of some blockchain
applications. It also analyzes limitations of the blockchain
systems that exist today. Blockchains can be used in various
fields of application, ranging from education, data analytics,
and smart contracts to artificial intelligence.
In education, blockchain can be used as a platform to store
the student records securely, building a trust-based system.
The data can be accessed and shared easily with reliability.
The stored records on blockchain-based system ensures
authenticity and immutability. The stored records can serve
as repository of work done by the users, and the users can be
rewarded based on the quality of work done by them. The
information can also be used by the employers to hire the
employees based on matching skills [71].
There are a few limitations when it comes to the use of
blockchain technology. In education systems, the immutable
nature of blockchain prevents even legitimate changes to the
student records once the data is already stored in the system.
Scalability and security are another major challenges in
building large-scale blockchains. Take Bitcoin as an
example. There exist limitations such as the block size and
the number of transactions; such limitation poses a challenge
to the widespread usage of Bitcoin blockchain. Security is
another major challenge of blockchain. For example, Bitcoin
is prone to 50% attack and selfish mining attack.
The energy cost of blockchain-based bitcoin is very high as
compared to the conventional financial transactions. The
consensus algorithms like proof of work and proof of stake
requires a lot of computation power, such challenges need to
be addressed, to make the blockchain technology more
efficient.
The lack of user-friendly interfaces, the lack of skilled
developers, and the lack of robust infrastructure [60] are other
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challenges that Blockchain technology is facing and which
need to be addressed for making it an efficient platform.

6. CONCLUSION
Blockchain is an emerging technology. Many applications
have been developed based on blockchain. Its unique nature
of being a verifiable distributed ledger opens up opportunities
to build new and interesting computer information systems.
Despite the advantages and applications of blockchains, there
remain issues that need further research, including
scalability, security, and performance. The future widespread
adoption of the blockchain technology in building large-scale
information systems depends on successful resolutions of
those issues.
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