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Abstract - Fault Tolerance (FT) is an important strategy to
guarantee the availability of systems in High-Performance
Computing environments (HPC), and for this purpose it offers
several models that allow the recovery and reconfiguration of
systems in the event of failures. This protection involves the
use of protocols that require continuous, simultaneous and
large-scale access to stable storage through Input and Output
(I/O) operations, which is one of the main causes of the
overhead generated by the protection of FT. In this paper, we
propose a methodology to characterize the behavior of these
I/O patterns that generates fault tolerance, as well as to
evaluate the amount of information that must be stored, since
the management of stable storage affects the overhead of the
fault tolerance scheme to a large extent. Going deeper into
these elements will allow us to better manage the volume of
information generated and select the appropriate storage
system.
Keywords: Fault Tolerance, I/O, HPC, rollback recovery,
checkpoint.

1 Introduction
Nowadays, with technological advances that require more
features in both hardware and software, fault tolerance has
become a fundamental element, especially in High
Performance Computing (HPC) environments, because its
influence allows the systems to continue operating,
maintaining availability and avoiding serious failures in
operation. Fault tolerance may even anticipate exceptional
conditions and generate the appropriate solutions to deal with
these situations through recoveries of status and information
obtained from the processes.
There are multiple factors that must be taken into account
when wanting to guarantee the availability of these systems,
which implies a cost. [1] Normally, the execution time of a
parallel program includes the time dedicated to the
calculation, the communication between processes and the
data I/O. In many data-intensive applications, I/O performance
is often a major bottleneck leading to CPU wait states. The
applications rarely execute I/O instructions, as they use
systems with a lot of main memory.
In applications with FT, it is frequent that the I/O is not
generated by the applications but by the fault tolerance
protocols. This is the main aspect to be addressed in the
present investigation, because [2] simultaneous large-scale
access to files or directories in the parallel file system can
seriously degrade the performance of I/O. This is an action
that the fault tolerance must use continuously to be able to

protect the systems through models of temporary redundancy
of recovery and reconfiguration, such as rollback recovery,
where you go back to a previous correct state, previously
saved. In this case, it is through the checkpoints (ckpt) that the
information of the state of a process is stored periodically in a
stable storage system, suspending the execution of this while
saving it and consuming resources of I/O and bandwidth of the
network. In addition, when there are non-deterministic events
in an application, such as messages received by a process in a
parallel application, other rollback recovery protocols that are
applied are the message log, through which a history of the
events or actions that have affected a certain process is stored.
In this way, as shown in figures 1, 2, 3 and 4, these two
different techniques in fault tolerance also have different
patterns, regarding the size and the frequency of the data to be
recorded. In the case of the checkpoint, there are checkpoints
triggered by time (interval) and by events (when something
happens), but normally they depend on the interval, which
have a low frequency. The logs depend on the application
communication patterns, which are more frequent but remain
open throughout the checkpoint interval. Likewise, they are
different in terms of the volume of redundant information
generated and storage requirements. [3] Applications that run
on a large scale can spend more than 50% of total time storing
checkpoints, restarting and redoing lost work, which is one of
the main causes of overhead and wasted energy consumption.
Therefore, the characterization of these patterns will allow us
to know their behavior in terms of their interaction with the
file system and the most appropriate way to manage them in
order to minimize overhead.
Our main objective in the present investigation is to
characterize the I/O patterns generated by the Fault Tolerance.
In this paper we will focus on the behavior of the Coordinated
Checkpoint Model, which will allow us to extract its behavior
regarding its interaction with the storage system and the
details that may lead us to propose a way to minimize the
overhead generated by these types of patterns.
The rest of this paper is organized in the following way.
Section 2 and 3 refer to the rollback recovery protocols and
their storage. Sections 4 shows some of the research related to
the present investigation. In section 5, we present the
methodology that will be used to perform the characterization
of I/O patterns. In section 6, the results of the experiments are
presented. The final sections deal with conclusions and future
works.
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Fig 1: Model A. Coordinated Checkpoint
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Fig 4: Model D. Semi-coordinated Checkpoint with message
log protocol

2 Rollback Recovery Protocols
2.1Checkpoint

Fig 2: Model B. Uncoordinated Checkpoint

An important issue in rollback recovery is deciding what
strategy the system should use to perform the checkpoint,
because each strategy has its advantages and disadvantages in
terms of the impact on computing, communication and
storage, depending on the behavior of the application. In this
way, checkpoints are classified as coordinated (blocking, nonblocking), uncoordinated (induced by events, induced by time
and mixed) and semi-coordinated (coordination by groups,
not coordination between groups).
Coordinated checkpoints generate a file per process in a
synchronous way, and uncoordinated checkpoints also
generate a file but asynchronously, that is, each process does
it independently; both must store information about the
internal interactions between the processes to ensure that the
state of a system after a failure is consistent with the state it
had before the failure occurred. This storage task produces
great overhead, consuming time and communication and
storage resources to ensure effective protection.

2.2 Message Log

Fig 3: Model C. Uncoordinated Checkpoint with message log
protocol

This type of protocol can identify all non-deterministic
events executed by each process. For each non-deterministic
event, the logs record all the information necessary to
reproduce the event, recovering from a failed process. Logs
are classified as pessimistic (emitter-based, receiver-based and
hybrid-based) and optimistic (emitter-based and receiverbased). Log-based protocols require that only failed processes
fall back, the system always recovers to a state that is
consistent with the input and output interactions that had
occured until failure. The difference between these two types
of classification lies mainly in the process responsible for the
storage of the event information in a stable manner. This
feature can be decisive at the time of recovery from a fault,
because according to the method used,
the normal
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continuation of the execution of a process affecting the
performance of the system can be slower or faster.

3 Rollback Recovery storage
With coordinated checkpoints. All processes must be
synchronized to have a consistent recovery line and to create
a coherent global state. This simplifies the recovery and
decreases the overhead that a garbage management scheme
can cause, since it is not necessary in this type of protocol.
With respect to coordinated checkpoint blockers, storage
time is a critical factor, as upon receiving a checkpoint
request, all processes must suspend their execution and wait
for confirmation that the status has finally been saved to stable
storage before resuming the execution of the process. This
storage time can affect performance in large systems.
Likewise, it is not so critical for coordinated checkpoints that
do not block the storage time, because upon receiving the
request of a checkpoint, each process can continue with its
execution simply by having it saved in a temporary space,
without any confirmation of the stable storage of its status.
This can reduce the overhead in the storage time and in the
time available for the normal achievement of the processes.
Another aspect to take into account, as indicated [10] is that
the entry and exit of the checkpoint is an intensive writing
operation which requires new storage solutions, because more
input operations are carried out by having to periodically save
checkpoint status. As for reading operations, they are only
carried out if there is a failure to recover the process. With
regard to coordinated checkpoints, the reading should be made
to the entire set of processes, whereas in the uncoordinated
and semi-coordinated checkpoints, only the group of processes
involved in the failure is read. In this way, the reading time
between these types of checkpoints can also vary significantly
when restoring the status of a process.
Likewise, the scalability presented by coordinated
checkpoints depends on all the processes that must participate
in each checkpoint (writing) and in each recovery (reading)
and a bottleneck in large-scale systems can be generated. This
is because the file system must deal with the number of
processes, as while there are more processes, there will be
more overload which all needs to be stored simultaneously.

In this way, there are some related works that try to
minimize this overhead [2] by decreasing the size of the
checkpoints through the deduplication of data in parallel file
systems. This enables a size reduction comparable to
compression and it also offers the benefits of additional
performance. This helps transform the I/O pattern to decrease
some of the exacerbated performance bottlenecks to scale. [5]
Presents another technique used to reduce the latency of the
checkpoint using peer-based storage. These techniques
eliminate dependency on central storage by using local storage
of nodes in peer systems to reduce stress in the central file
system.
In another work [6], a multi-level checkpoint
implementation is presented, combining checkpoints with
stable storage with lower and less-resistant checkpoint types,
comparing the checkpoints stored in the memory in other
nodes with the locally stored checkpoints. Similarly in [7], in
order to eliminate this bottleneck caused by centralized I/O
storage, a hybrid checkpoint scheme with local and global
checkpoints is proposed. Likewise in [8], PLFS is developed
to demonstrate how a simple interposition layer can
transparently rearrange these patterns and improve the
bandwidth of the checkpoint by several orders of magnitude.
In [9], checkpoint solutions to tolerate system failures are
proposed, dynamically changing the checkpoint interval based
on a cost analysis model when computing priorities.
These related studies have the same main purpose as the
present investigation reduce the overhead: decreasing the size
of the checkpoints, using temporary storage and changing the
interval. Our proposal is to obtain information on the behavior
of the I/O patterns generated by the FT, to select the most
appropriate storage management strategy for a given
application.

5 Methodology
For the characterization of FT patterns in the present
investigation, the Paralel Input Output Model (PIOM-PX) [11]
was adapted, which has the following stages as shown in
figure 5:

4 Related Works
One of the main causes of overhead caused by rollback
recovery protocols is storage in a stable storage system,
produced by the use of I/O resources, parallel I/O operations
continue to represent an important bottle neck in large-scale
parallel scientific applications [4]. This is due, in part, to the
slower development speed that parallel storage has
experienced compared to that of microprocessors. Other
causes include limited optimization at the code level and the
use of libraries. Parallel applications can often exhibit poor
I/O performance because code developers do not understand
how their code uses I/O resources or the best way to optimize
it.

Fig 5: Analysis Methodology
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This model allows us to obtain the sequence information
of I/O operations for each generated file during the execution
of the application, such as the number of files, their size and
information with details of the operations. This enables a
description of the behavior of the patterns generated by fault
tolerance. In addition, as these patterns (checkpoint and logs)
are temporary and may not be available at the end of the
application, this tool gives us the possibility to keep relevant
information about the volume of data that was handled. The
table 1 describes the information generated by PIOM-PX.
Table 1: PIOM-PX Model Characteristics (Adapted to Fault
Tolerance)
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execution was increased and the checkpoint was configured to
be generated in a compressed and uncompressed way.
Figure 6 shows the number and size of the files generated
in a compressed manner. It can be observed that the size of
each compressed file remained similar in all three cases and
the increase in the necessary storage size increased as the
number of processes increased, due to the fact that a
checkpoint file is generated for each process. In the same way,
it was the characteristic of the files generated in a
uncompressed way that are presented in Figure 7. In both
images, it can be observed that when the checkpoint files are
compressed, they decrease their size by approximately 50%.

Fig 6: Checkpoint compressed, constant data size, varying the
number of processes

6 Results obtained
6.1 Characterization of checkpoint files
generated by the DMTCP:
For the experimental stage of the present investigation,
Model "A" presented with the Coordinated Checkpoints has
been taken into account, for which DMTCP (Distributed
MultiThreaded Checkpointing) [12] has been used, which
generates checkpoints with a compressed format by default
and a checkpoint for each process, the size of which depends
to a large extent on the way the application is carried out and
the amount of data it generates.
The compression level of checkpoints is significant
compared to checkpoints that are executed and stored
uncompressed. [13] indicates that checkpoint data
compression is feasible for many types of scientific
applications that are expected to run on extreme scale
systems. With DMTCP, a checkpoint is started when the
coordinator tells all their processes to create a checkpoint,
each coordinator's client writes a file (ckpt_*.dmtcp) to their
local machine, thus creating a file for each process in each
node.
In order to observe the behaviour of these files in both
compressed and uncompressed formats, experiments were
carried out with various applications in order to learn about
them and compare their characteristics. The experimental
environment used was the following: Processor: Intel®.
Xeon® CPU E5430 @ 2.66 Ghz quadcore 6Mb L2, No.
Processors: 2. Memory: 16 GB Fully Buffered DIMMs
(FBD) 667 MHz, using in experiments between 4 and 6 nodes.
The first experiment was carried out with a matrix
multiplication application with a constant size of 2000x2000
and random numbers. The number of processes in each

Fig 7: Checkpoint uncompressed, constant data size, varying
the number of processes
For the results that we are going to show next, the matrix
multiplication program was also used, being increased as the
number of processes increased. That is to say, for the first
execution, a 2000x2000 size matrix and a number of eight (8)
processes were used, for the second execution, a 3000x3000
size matrix and a number of sixteen (16) processes were used
and for the fourth experiment, a 4000x4000 size matrix and a
number of thirty-two (32) processes were used.
Figure 8 shows that the size of the files increases in
accordance with the size of the data (size of the matrixes) and
while more processes are part of the execution, more storage
capacity will be needed, due to the fact that a file is generated
for each process. Likewise, there is also a significant
difference in size in comparison between compressed files and
uncompressed files.
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Fig 8: Compressed checkpoint file and uncompressed
checkpoint file
For the following experiments, three programs of the NAS
Parallel Benchmarks (NPB) [14], the CG, BT and PS, class
"D", were used in order to validate with other programs the
behavior of the patterns generated by the tolerance to failures
such as the coordinated checkpoints. In this sense, it can be
observed in Figures 9 and 10 that when the checkpoint is
executed in a compressed way, the size of the files is
significantly reduced.

for the coordination of the checkpoints in case a recovery
process has to be initiated. In addition to this, the restart file
(dmtcp_restart_script_*.sh), is responsible for restoring the
system and is written by the coordinator in its own local
directory.
Likewise, the application starts using hydra, which is a
process management system to start parallel jobs, creating a
proxy process in each node. The proxy, which is a process
manager, divides the MPI processes. The checkpoints are
initiated by hydra and in the checkpoint image hydra is not
part of it, but other files are created, one of which is
ckpt_hydra_pmi_proxy _*.dmtcp. In this way, the proxy sends
I/O information from the application processes to a main
proxy or to the process manager. Other files that are generated
at the time of creating the checkpoint are the
ckpt_mpiexec.hydra.*.dmtcp and, when working with several
nodes in the coordinator, the file ckpt_dmtcp_ssh_*.dmtcp is
additionally created. At the client's end, the file
ckpt_dmtcp_sshd_*.dmtcp is originated, which stores
information regarding communication. The size of these
additional files is minimal with respect to the size of the
generated checkpoints.
In tables 2 and 3, the sizes of the files additional to the
checkpoints that are generated by the DMTCP are presented.
These files, as indicated above, are smaller and also present a
very similar size between the different applications. In
addition, it was observed that in the files hidra_pmi_proxy,
the largest ones correspond to those generated in the node
where the checkpoint was launched with the application. In
the same way, it was observed that the number of files of type
ckpt_dmtcp_sshd and Nº of ckpt_dmtcp_ssh = Nº of nodes -1
Therefore, the distribution of these files is consistent with the
experimental environment used, as well as the size being
minimal compared to the size generated by checkpoint files.
Table 2: Additional files generated by DMTCP when running
a compressed checkpoint.

Fig 9: Checkpoint compressed, CG, BT and SP programs

Fig 10: Checkpoint uncompressed, CG, BT and SP
programs
On the other hand, in addition to generating a checkpoint
per process, other smaller files are also generated that serve
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Table 3: Additional files generated by DMTCP when
running an uncompressed checkpoint.

6.2 Characterization of I/O files generated by
coordinated checkpoints:
To observe the I/O behavior generated by the coordinated
checkpoints, the PIOM trace tool was used to obtain the
relevant information to analyze the behavior. The following
section describes each of the stages developed.
6.2.1 Running the application with FT (Select the type of
FT protocol):
In order to comply with this stage, the matrix
multiplication programme and the NAS CG, BT and SP Class
'D' programmes were implemented in the same experimental
environment as in section (6.1). To select the type of fault
tolerance protocol, the DMTCP library was used to run the
coordinated checkpoints, mentioned in model "A" in the
introduction to this paper.
6.2.2 Analyzing the application trace:
After executing each one of the applications with fault
tolerance, we proceeded to analyze the obtained trace of
PIOM-PX. Figure 11 shows the information that this tool
intercepts when carrying out a checkpoint to an application:
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From the generated trace, we can extract the Id Process,
know which operation performed each process, the Id File
with which the file that has been affected by some operation is
identified, the name of the operation (open, close, write, read),
the offset, the file name, the request size and the temporal
order of the I/O operations. All this information obtained is
necessary for the next step to describe the behavior of the
patterns generated by fault tolerance
6.2.3 Description of TF's behavior:
In this stage, a more detailed description of the I/O
behavior of each of the files was made. In table 4 the
information obtained by analyzing the files of the traces
generated by PIOM-PX is shown, for the matrix multiplication
program and the programs NAS CG, BT and SP, representing
the number of processes used to execute the application
(app_np), the number of FT files generated by the application
(app_nfiles_ft), and the storage capacity required by the
application to Fault Tolerance (app_st_ft).
For each of the fault tolerance files, we obtained the file
(file_id_ft), the file name (file_name_ft), the file size
(file_size_ft) and the access type (file_fileaccesstype_ft). The
number of files per process was obtained (file_accesstype_ft),
and the number of phases identified (file_nphase_ft). For each
phase, the I/O pattern or I/O patterns used in that phase are
specified.
Table 4: Monitoring with PIOM-PX

By examining each of the files, the I/O operations generated
by the fault tolerance were detected and it was possible to
observe the characteristics of these patterns, as indicated
below:

Fig 11: Trace obtained from PIOM-PX
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Table 5: Identification operations of FT I/O and phases
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