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Abstract— Access to data has gained enough root due to
the advent of technology. The Internet of Things (IoT) is
believed to be a massive hit in some years to come. However,
there are lots of malicious attempts by users when owners’
data fall into the wrong hands. Gaining access to data
isn’t a problem now, but how the data is used in such
a way as preserving the privacy of owners is a question
yet unanswered. In this paper, we present a blockchainbased access control and a computation environment for
data processing. Authentication to the blockchain network
is achieved through the Elliptic Curve Digital Signature
Authentication (ECDSA) protocol, which is robust against
most attacks. Data owners are privileged to state to the
blockchain network which information of theirs is sensitive
and which ones are not. Processing of sensitive data is made
in the computation environment while smart contracts are
bound to insensitive data. We evaluated the latency of the
computation environment and the results were satisfactory.
Keywords: Access Control, blockchain, Internet of Things, smart
contract, virtual computation environment

1. Introduction
The Internet of Things (IoT) has turned out to be a
technology that has huge inﬂuence across many markets. IoT
services are perceived to provide global reach across billions
of simple, tiny devices. The rapid development of communication and networking technologies, a growing number of
objects are connected to the internet day-in-day-out. The
ubiquitous interconnection of physical objects essentially
quickens information gathering, aggregation and sharing
in the IoT, making the IoT a standout amongst the most
basic structures for different applications, for example, smart
healthcare, intelligent transportation, home automation, etc.
[1], [2]. Nonetheless, such interconnection may likewise
cause critical security concerns into IoT frameworks, since
malicious entities can interfere with the frameworks to
increase illicit access to the provided assets (e.g. information,
services, computing units, etc.) by just deploying their own,
or trading off existing IoT devices [3], [4]. Besides that, the

constrained abilities of numerous IoT gadgets, and also the
current access control frameworks in view of centralized and
various leveled structures, create new difﬁculties in the IoT
domain. Access control has been regarded as an increasingly
important research issue in IoT [5] - [7].
Customary access control models are usually built on top
of well-known access control models such as role-based
access control model (RBAC) [8], attribute-based access
control model (ABAC) [9] and the capability-based access
control model (CapBAC) [10]. Notably, validating the access
rights of subjects in the above schemes is done through
a centralized entity, which turns out to be a single point
of failure. Centralized access control frameworks were intended to address the issues of conventional human-machine
oriented internet situations where devices are within the
same trusted domain, which typically requires centralized
access administration. In any case, some IoT scenarios are
considerably more powerful than the customary situations
in which IoT devices might be versatile [11] and belong
to various management groups amid their lifetime. On the
other hand, IoT devices can be overseen by a few managers
at the same time. In addition, numerous IoT devices are
constrained by power capabilities and can also be easily
compromised by adversaries, so they cannot be fully trusted
as access right validation entities. As a result, in an untrustworthy environment, there is the tendency for access control
models to fail.
The question then is: how can we ensure distributed
and trustworthy access control in IoT environments? The
answer may reside in the implementation of blockchain
technology, a key component behind modern cryptosystems
like Ethereum [12] and Bitcoin [13]. Due to several advantages this technology has such as scalability, transparency
and concurrency, centralized access control is eliminated.
A single centralized access control server might become
a bottleneck when access control queries and updates are
frequent. One key component of this blockchain technology
is the smart contract, an executable code that resides on
the blockchain. On the basis of this, the blockchain has
evolved into a promising distributed development platform
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that ensures trustworthiness is applications, and has hence
attracted considerable attentions from several researches in
IoT environments.
In this paper, however, we implement the blockchain
technology in controlling access to data by users. Access
is granted to a user by authorizing a user through the
Elliptic Curve Digital Signature Authentication (ECDSA)
module. Data owners also specify to the blockchain system
which data of theirs are sensitive and not sensitive. For
sensitive data, we make use of a computation environment
where the data queried is fetched by the processing nodes,
computations are made, and ﬁnal results of the computation
are presented to the user. For non-sensitive data, we employ
smart contracts in the control of how a user makes use of
data accessible to him. The paper therefore aims to achieve
an efﬁcient access control and data computation using the
blockchain technology.
The remainder of this paper is organized as follows.
Section 2 introduces the works related to access control
while section 3 explains the key technologies used in this
paper. We outline the architecture and design formulation
of our blockchain system in Section 4. Section 5 addresses
the security model of our work, and system evaluation
and performance analysis is given in section 6. Section 7
concludes the paper.

2. Related Works
Authors in [14] conducted a systematic literature review
on blockchain technology for the IoT. The survey described
several research papers that manage the data collected by
IoT devices. As an example, Wilson et al [15] described a
system that veriﬁes the identity of data, and Zyskind et al
[16] described a method for preserving the data ownership
of IoT devices. However, none of the papers in the survey
propose an architecture that addresses access policies of the
IoT devices in their entire lifecycle.
Authors in [17] considered the access control issue in an
IoT network with service providers’ cloud storage, client
devices and smart homes, each containing a miner and
numerous IoT gadgets. Each home miner keeps up a local
private blockchain with a policy header putting away access
control policies to control all the access requests related
to the home. However, the authors disposed off the basic
proof-of-work concept [18] in the blockchain innovation,
bringing about an untrustworthy access control scheme. The
fundamental motivation behind the blockchain is to serve
as an immutable storage and distributed system for access
control policies, though the processing capability of the
blockchain was to a great extent squandered.
Utilizing the blockchain in storing access control policies
has additionally been adopted in [16], [19]. As of late, the
computing ability of the blockchain has been exploited in
[20] for access control, where the blockchain assumes the
role of a decentralized access control director. The authors

utilized access tokens to represent access rights and the
tokens can be transferred from one associate then onto the
next through exchanges. When delivering a token, the sender
installs access control policies into the locking scripts of the
transaction output. The recipient of the token must open the
locking script to demonstrate ownership of the token (i.e., the
access rights to a certain resource). Utilizing this plan, an
associate can be allowed access rights by getting a token,
grant access rights to another subject by transferring the
token, and access an object by spending a token. In spite
of the fact that utilizing locking scripts for access control
is a great thought, the computing capability of the locking
scripts is essentially restricted.

3. Background
Data owners grant access to users who want to access their
data, usually from IoT devices such as sensors. However,
when data is moved to the cloud, data owners do not have
direct control of their data and therefore need to rely on
external systems to provide the same guarantees such as
data availability, selective data access, protection against
attacks, etc. Cloud providers are most of the time assumed
to be honest-but-curious and hence trusted to effectively
manage data. Encryption techniques are predominantly used
to prevent malicious intents, however there are some disadvantages. In this section, deﬁnitions are given to the various
techniques employed in this paper.

3.1 Blockchain
The blockchain is ideally a distributed database that
does not require a central authority and dispenses with the
requirement of a third party. A blockchain contains a set of
blocks, and each block contains a hash of the previous block,
making a chain of blocks from the beginning block (genesis)
to the present/latest block. A genesis block is the principal
block in the blockchain. Bitcoin [18] was the ﬁrst widely
used implementation of peer-to-peer trustless electronic cash.
However, the potential uses of blockchain technology go
beyond Bitcoin. In blockchain, there is decentralized control
where no central authority dictates the rules of transactions.
Full copies of every transaction ever executed in the system
are stored on the blockchain, and made public to everyone on
the network. This enhances data transparency and auditability. Information is also distributed on the network as every
node keeps a copy of the transactional history. Transactions
are validated by all the nodes on the network, and this
breaks the paradigm of centralized consensus. For security
concerns, the blockchain network is tamper-proof and cannot
be manipulated by malicious users. These are the major
advantages of the blockchain technology, and therefore an
ideal component of solutions to IoT systems.
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3.2 Internet of Things (IoT)
The Internet of Things (IoT) is a set of next generation devices that can sense aspects of the real world, like
temperature, lighting, the presence or absence of people or
objects, etc. and report that real-world data, or act on it.
The Internet of Things is a system of systems, meaning all
electronic devices will be connected to each other in a local
area, forming a system, and further, these systems will be
connected to each other, thereby forming a bigger, networked
system.

3.3 Access Control
Access control is a method of controlling passage into or
out of an area. In this work, we employ an authentication and
access control module where only participants registered on
the blockchain network can access information from data
owners. Authentication is achieved by the veriﬁcation of
individuals who want to access information by the nodes on
the blockchain network. The Identity Based Cryptography
(IBC) traditionally suffers from the key-escrow problem as
IBC requires the existence of a totally trusted entity, and
this entity can sometimes impersonate a user in the system.
Due to the utilization of the blockchain technology, every
malicious intent is curbed. However, attribute-based access
control is preferred in this work, as access is granted based
on speciﬁcation by the data owner on who can and cannot
access data. Detailed description of how things work are
given in the preceding sections.

4. System Model
4.1 ECC Preliminaries
In the mid 1980’s, Victor Miller and Neal Koblitz ﬁrst introduced the concept of Elliptic Curve Cryptography (ECC).
The curve in ECC is deﬁned by an equation y 2 = x3 +ax+b,
where 4a3 + 27b2 = 0. The security of ECC is based on the
elliptic curve discrete logarithm problem (ECDLP), which
has its deﬁnition as follows:
Given a base point, it is extremely difﬁcult and almost
improbable to compute the discrete logarithm of a random
elliptic curve element. Let E be an elliptic curve deﬁned
over a ﬁnite ﬁeld Fq , G be a random generator with an
order p. Given a Q = kG, k ∈ Zp , it is almost infeasible to
ﬁnd the integer k in polynomial time.
Compared to the RSA algorithm, ECC can ensure the
same security level but with a smaller key size, as there is
difﬁculty in solving the ECDLP than in integer factorization.
In this paper, ECC is used as the basis for ensuring an
efﬁcient authentication between the veriﬁcation unit and
a prospective user who wants to access data owner’s information on the cloud, via the blockchain network. The
underlying technique used is the ECDSA, which shall be
explained in details.

Fig. 1: System Architecture

4.2 System Design Formulation
The overall organogram of the system model is presented
as follows.
1) A user who wants to access data contacts the issuer
for network membership registration.
2) The issuer, upon receiving the request from the user,
registers the user and issues a membership key (acts
as an ID). The issuer fetches parameters from the Key
Storage Unit, and based on the attributes of the user
generates the membership key. The details of the user
are then sent to the veriﬁer.
3) Upon successful registration, the issuer gives the keying parameter to the user. This keying parameter serves
as a proof of identity to be used on the system.
4) The user generates a private key to be used for any
form of communication on the network. The key
generation is shown in the authentication process in
the next sections.
5) The veriﬁer and the user establish a mutual authentication to check for the validity of the user’s membership
and also its genuineness. The veriﬁer checks the user
details from its database. Authentication is achieved
by the ECDSA authentication method.
6) After a successful veriﬁcation process, the user can
now access the data s/he’s requesting for.
7) The processing node then fetches the data requested
from the user.
8) Due to the implementation of the blockchain network,
each communication or transaction is stored and kept
on the block. For scalability concerns, the hash of each
transaction is stored, rather than the actual transaction.
However, the transactions need to be processed in the
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ﬁrst place. The processing node fetches the unprocessed transactions (data access requests) and prepares
to process them.
9) Prior to the processing of transactions, the processing
node must check that the public key used for the
transaction has been approved to participate as such.
It looks up the database of the veriﬁcation unit and
veriﬁes whether it is indeed there. If the public key of
the user exists in the database, the processing node can
proceed with processing the transaction. Otherwise, it
ignores the transaction. For sensitive data, the processing node sends the data to the virtual computation
environment for the necessary computations to be
performed. For insensitive data, smart contracts are
prepared and bound to the data before given to the
user.
10) After all transactions are completed, they are then
recorded into blocks.

4.3 Authentication Process
For a user to start any transaction on the network, he has
to be veriﬁed by the veriﬁcation unit. The various processes
that lead to the user being authenticated are explained below.
1) Setup Phase: The domain parameters of the ECDSA
algorithm are comprised of a ﬁeld size q, where either
q = p, and odd prime, or q = 2m . There is also an
indication F R, which is a ﬁeld representation used for
the elements of Fq . Two ﬁeld elements a and b, which
are in Fq are chosen and they deﬁne the equation of
the elliptic curve E over Fq (i.e., y 2 = x3 + ax + b in
the case p > 3, and y 2 +xy = x3 +ax2 +b in the case
p > 2). Furthermore, two ﬁeld elements xG and yG
deﬁne a ﬁnite point G = (xG , yG ) of prime order in
E(Fq ). A point G of order n is also chosen, with n >
√
2160 and n > 4 q; also a cofactor h = #E(Fq )/n
2) Domain Parameter Generation
a) Coefﬁcients a and b are selected from Fq . Let E
be the curve y 2 = x3 + ax + b in the case q = p,
and y 2 + xy = x3 + ax2 + b in the case q = 2m .
b) We then compute N = #E(Fq ).
c) Veriﬁcation is then made whether N is divisible
√
by a large prime n(n > 2160 and n > 4 q). If
not, then we resort to Step 1.
d) We then verify that n does not divide q k − 1 for
each k, 1 ≤ k ≤ 20. If not, we again resort to
Step 1.
e) We again verify that n = q. If not, we go back
to Step 1.
f) Finally, an arbitrary point G belonging to E(Fq )
is selected and we set G = (N/n)G. We repeat
until G = ∅
3) Domain Parameter Validation: The domain parameter validation ensures that the domain parameters have
the requisite arithmetical properties. The main aim for

performing this validation in practice is to prevent malicious insertion of invalid domain parameters which
may enable some attacks. The domain parameters D
is a set that contains D = (q, F R, a, b, G, n, h), and
for the validation, a user performs explicit domain
parameter validation as shown in alg. 1.
Algorithm 1: Validation of EC Domain Parameters
Require: INPUT a set of EC domain parameters
D = (q, F R, a, b, G, n, h)
Ensure: OUTPUT either Acceptance or Rejection of the
validity of D
1: Verify whether q is an odd prime (q = p) or a power
of 2 (q = 2m )
2: Verify that F R is a "valid" representation of Fq
3: Verify that G = ∅
4: Verify that a, b, xG , and yG are properly represented
elements of Fq (i.e, integers in the interval [0, p − 1] in
the case q = p, and bit strings of length m bits in the
case q = 2m ).
5: Verify whether a and b deﬁne the elliptic curve over Fq
(i.e, 4a3 + 27b2 = 0 mod p if q = p; b = 0 if q = 2m )
6: Verify that G lies on the elliptic curve deﬁned by a
and b (i.e, yG 2 = xG 3 + axG + b in the case q = p, and
yG 2 + xG yG = xG 3 + axG 2 + b in the case q = 2m )
7: Verify that n is prime
√
8: Verify that n > 2160 and also n > 4 q
9: Verify that nG = ∅
√
2
10: Compute h = [
q + 1 /n], and verify that h = h
11: Verify that n does not divide q k − 1 for each k,
1 ≤ k ≤ 20
12: Verify that n = q
13: If any veriﬁcation fails, then D is invalid; otherwise D
is valid
4) ECDSA Key Pairs: An ECDSA key pair is associated
with a particular set of EC domain parameters. The
public key is a random multiple of the base point,
while the private key is the integer used to generate
the multiple. Because the public key is generated by
the issuer and later sent to the veriﬁcation unit, the
user has to prove its identity to the veriﬁer.
• ECDSA Key Pair Generation The user, who
after registering to the network and wants to
access data, does the following:
1. Select a random integer d in the interval [1, n−
1].
2. Compute Q = dG.
3. Q is the public key of the user and d is the
private key.
• Public Key Validation As mentioned before, the
validation is made to check for the same properties
and also prevent malicious intents. The assurance
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that a public key Q is valid can be provided to a
user using the method illustrated in alg. 2.
Algorithm 2: Validation of ECDSA Public Key
Require: A public key Q = (xQ , yQ ) associated with
valid domain parameters, D.
Ensure: Acceptance or Rejection of the validity of Q
1: Verify whether q is an odd prime (q = p) or a power
of 2 (q = 2m )
2: Check that Q = ∅
3: Check that xQ and yQ are properly represented
elements of Fq (i.e, integers in the interval [0, p − 1] in
the case q = p, and bit strings of length m bits in the
case q = 2m )
4: Check that Q lies on the elliptic curve deﬁned by a
and b.
5: Check that nQ = ∅
6: If any of the checks fail, then Q is invalid; otherwise
Q is valid
5) ECDSA Signature Generation and Veriﬁcation
• Signature Generation In order for a user to
prove (sign) his identity, say m, the user with the
domain parameters D = (q, F R, a, b, G, n, h) and
associated key pair (d, Q) does the following.
1. Select a random integer k, 1 ≤ k ≤ n − 1
2. Compute kG = (x1 , y1 ) and r − x1 mod n. If
r = ∅, then go to Step 1
3. Compute k −1 mod n
4. Compute e = H(m)
5. Compute s = k −1 (e + dr) mod n. If s = 0,
then go to Step 1
6. The user’s signature for his/her identity m is
(r, s)
• Signature Veriﬁcation For a successful veriﬁcation of the signature of the user, the veriﬁer
obtains an authentic copy of the user’s domain
parameters D, and associated public key Q. It is
recommended that the veriﬁer also validates D
and Q. The veriﬁer does the following
1. Verify that r and s are integers in the interval
[1, n − 1]
2. Compute e = H(m)
3. Computes w = s−1 mod n
4. Computes t1 = ew mod n and t2 = rw
mod n
5. The veriﬁer then computes X = t1 G + t2 Q.
If X = ∅, the signature is rejected. Otherwise,
compute v = x1 mod n where X = (x1 , y1 )
6. Accept the signature if and only if v = r
If v = r, authentication becomes successful and the user can
now be part of the network to access data. Otherwise, the
user is revoked access.
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5. Security Model
5.1 Smart Contract Design
A smart contract is a contract that is automatically
enforced by computer protocols. They are programmable
scripts that act as ﬁnite state machines that execute laid
down instructions when an action has been activated. The
continuous usage of blockchain technology has made it
easier to register, verify and execute smart contracts. This
eliminates the need for an intermediary.
Additionally, smart contracts report logs of every transaction that has taken place on the blockchain network. This
ensures transparency on the network as every participant
monitors every event on the network. For our smart contract
for data access, sets or actions are initialized and are
applicable to any form of access request made by a user. The
basic action sets are read, write, delete, duplicate, move and
copy. These actions when performed on a data will trigger
the smart contract to report to the network, based on the
rules established for that particular data.
In this work, the sensitivity of data is categorized into two,
namely, sensitive (high) and insensitive (low). For sensitive
data, the processing nodes fetch the data and make duplicates
of it before it is sent to the virtual computation environment.
When the processing is complete, results are returned to
the user and the duplicate data is destroyed to prevent
unnecessary overheads on the network. For insensitive data,
and yet still to preserve the privacy of the data, rules
pertaining to the usage of the data are stated and attached to
the data package. A user is held culpable when any of the
said rules are defaulted.
Monitoring of data is performed by the getAction function.

5.2 Virtual Computation Environment
Upon receipt of data access to sensitive data, the processing node, as mentioned earlier, retrieves the data from
the cloud server and forwards it to the virtual computation
environment for the necessary computations to be completed.
Computation is made on the duplicate of the original data
and after giving out the result to the processing node which
is then forwarded to the user, the duplicate data is destroyed
to prevent overheads.
The computation workspace [21] herein referred to as
container, is a data analysis framework empowered through
virtualization for big data processing and analytics in view
of requests made by the user on speciﬁc (sensitive) data.
Reports that are generated from the computations are set up
in proper organizations and distributed to the user. The computations can be expressed as an information compartment
that takes as data copies of the BlockData that have been
preprocessed with respect to the preservation of privacy on
the contents of the BlockData. BlockData inputs that are fed
into the container are bolted and can never be opened, on
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Algorithm 3: Contract on Data Access
Require: Initialization of Parameters:
getAction, getSensitivity, getRequesterID, getDataID,
retrieve, comment, report, accessControl.
Ensure: Setting up functions:
func(getSensitivity)
func(getAction)
func(comment)
func(accessControl)
DATA MONITORING
for func(getAction) == retrieve do
func(comment)←− Reveal, Data with DataID has been
retrieved
report(comment||getRequesterID||getDataID)
end for
if func(getSensitivity)==Low then
func(getAction)←−retrieve data from cloud server
func(comment)←−Reveal, Data with DataID has been
retrieved for requester
func(accessControl)←−Grant access to data with
DataID, with rules on data usage
report(comment||getRequesterID||getDataID)
else (funcgetSensitivity)==High then
func(getAction)←−retrieve data from cloud server
func(comment)←−Reveal, Data with DataID has been
retrieved and duplicate sent to virtual container for
processing
func(accessControl)←−Processing results of data with
DataID given to requester
report(comment||getRequesterID||getDataID)
end if

passage for information processing. This component is to
guarantee that input data are pulverized when a collapsedstate action is called upon. The result of the computation
would be results and reports, which will be removed from
the framework by the applicable elements.

6. Evaluation and Discussion
6.1 Privacy and Security
For an adversary to alter access permissions in the
blockchain, it requires the forgery of the digital signature
of the user, or gaining control over the processes overseen
by the processing node in the blockchain network. Due to
the signature stemming from the discrete logarithm problem
(hard problem), the security of the signature is assured.
Also, because the blockchain is decentralized in its nature,
consensus protocols (for example, proof of work) cater
for the latter problem. Before the data is appended unto
the block and ultimately connected to the chain, the data
is encrypted by the processing nodes, integrity protected
and authenticated. An adversary who even gains access

to encryption keys cannot alter the stored transaction on
the blockchain, because of the immutable nature of the
blockchain system.

6.2 Access Control
Access control on this blockchain network is permissioned
by the processing nodes on the network, based on the list
of public keys in the database of the veriﬁer. Prior to the
processing of an unconﬁrmed transaction, the processing
node that enforces access control methods must ﬁrst verify
that the public key associated with the transaction is found
in the database of the veriﬁer. In other words, it must ensure
that the blockchain consists of transactions only from users
permitted to transact, due to their public keys been found
in the database of the veriﬁer. The processing nodes can
revoke access to malicious users, or users whose transacting
keys cannot be found in the veriﬁer’s database. However,
malicious processing nodes could grant access without veriﬁcation but this action is limited since the transaction is
encrypted, and moreover, incentives can be issued to honest
nodes (those that follow protocol(s) correctly). Other listsharing methods can also be deployed such as the processing
node maintaining a local copy of the veriﬁer’s database,
but we want to ensure our blockchain system maintains its
scalability trait.

6.3 Latency
For efﬁcient security on any transaction on the blockchain
network, a lot of time has to be spent on the processing of a
block, due to the double checks that need to be made by the
system. Latency for an initial inclusion of a transaction on
the blockchain network is relatively higher than in traditional
systems. There are other factors that inﬂuence the delay in
processing requests. Some of these factors include propagation time due to veriﬁcation of users and acceptance of
blocks; latency of the network itself which doesn’t take into
consideration the size of the block. Bandwidth limitations
also affect the delay in processing of the blocks.
On a whole, due to the large number of requests that
are made to data access from users, there are queuing times,
delay in processing user requests and the time it takes for the
processing nodes to ﬁnally deliver the results to the users.
The smart contracts on the other hand play a part in the
latency that is observed in the system, as there are strategic
decisions that need to be made before a ﬁnal output is
made available. In this work, however, we record the latency
involved the processing of requests by the computation
environment, and it is shown in ﬁg. 2.
From the ﬁgure, it is evident that it takes far less time for
the virtual computation environment to compute requests on
sensitive data made by a user. Our system therefore performs
satisfactorily.
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Fig. 2: Latency result of virtual computation

7. Conclusion
In this work, an efﬁcient access control for IoT environment using blockchain network is presented. Before any
user can access a data owner’s information, the user has
to be registered on the network and veriﬁed through the
ECDSA algorithm, which is robust against attacks. Data
owners enjoy a degree of freedom as they specify to the
blockchain network which information of theirs users can
gain full access. For sensitive data, we employ a virtual
processing environment in which duplicates of the original
data are made available and after processing are destroyed,
though the results are given to the requesters. Smart contracts
are also employed and bound to insensitive data, as this is
still done to preserve the privacy of data owners. The latency
of our computation environment is also checked, and the
results indicate our system performs satisfactorily. In future
works, we hope to explore more performance metrics and
also delve more into the security aspect of our system.
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