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Abstract—In this work, we address the problem of the finetuning the Naïve Bayesian (NB) classifiers for imbalanced
datasets. In particular, we propose a more suitable way to
calculate the update step size for this type of domains. The new
algorithm is different from the original FTNB algorithm in the
way we calculate the probability-term update step. The new
update step size is based on the harmonic average of the
probability terms. We use the harmonic average of the
probability terms to determine if the poor performance of the
NB classifier is due to scarcity of data and to identify the
probability terms to modify the most. We compare the
performance of the proposed algorithm with NB and the
original FTNB using two imbalanced datasets in the domain
of cyber-security, namely, intrusion detection in Wireless
Sensor Networks (WSNs) and ransomware attacks. Our
empirical results reveal that the new algorithm significantly
outperforms NB and the original FTNB for this type of
problem.
Keywords: Imbalanced datasets, Intrusion detection,
Wireless Sensor Networks (WSNs), Ransomware attack
classification, Machine learning.

1. Introduction
The Naïve Bayes (NB) learning algorithm is an efficient
algorithm for training and classification. It is also robust to
noise[1], and incremental. These properties make NB to be one
of the top 10 algorithms in the data mining and machine
learning community [2]. These properties also make NB
suitable for intrusion detection in computer networks, where
we need efficient training and detection mechanisms. Also,
being an incremental algorithm is an extra advantage, because
it allows us to use new training data without needing to retrain
the classifier from scratch.
Given
a
query
instance
of
the
form
൏ ܽଵ ǡ ܽଶ ǡ  ڮǡ ܽ , where ǡ ܽ is the ith attribute value, the
algorithm uses Eq. 1 to find the class with the highest
probability given the vector of attribute values.
(1)

݈ܿܽ ݏݏൌ ܽݔܽ݉݃ݎሺܿሻ ή ς ൫ܽ หܿ൯ǡ
where,
x
x

א

ܿ is a vector of all class attribute values.
ሺܿሻ is the probability of class c.

Eq. 1 is simple because NB naively assumes that the
attribute values are conditionally independent given the class
value. This assumption is made to make better estimation of
terms probabilities due to limited training data. Since in
practive, most combinations of attribute values either not
represented in the training data or not present in sufficient
number.. However, NB performance degrades in domains
where the independence assumption is not satisfied [3],[4].
Clearly, the performance of NB depends, also, on using
the accurate estimation of the probability terms ሺܿሻ and
ሺܽ ȁܿሻ, which is difficult in domains where the training data
is scarce [5], [6]. This work addresses the second problem. We
modify the Fine Tuning Naïve Bayes (FTNB) learning
algorithm to make it more suitable for imbalanced training
data. The FTNB [7], [8] algorithm makes gradual changes
(updates) to misclassified instance’s terms by iteratively
computing an update step size for each term and then adding it
to the previous term’s value. Our modification to FTNB in
particular, is modifying the probability update steps to make
them more suitable for domains with scarce and imbalanced
training data.
The remainder of this paper is organized as follows. In
Section 2, we review related work. In Section 3, we propose
our FTNB-ID algorithm. In Section 4, we describe the
experimental setup and results in details. In Section 5, we give
our conclusions and suggestions for future research.

2. Background and Related work
The attempts to improve the classification accuracy of NB
can be categorized into two main groups. The first focuses on
alleviating the conditional independence assumption [9]–[17],
while the second tackles the problem of the lack of training data
[7], [8].
Bayesian networks (BN) [18] eliminate the naïve
assumption of conditional independence, but finding the
optimal BN is NP-hard [9], [19]. Therefore, approximate
methods that restrict the structure of the network [15], [16]
were proposed to make it more tractable. Other methods
attempt to ease the independence assumption by using filtering
and feature selections. The expectation here is that the
independence assumption is more likely to be satisfied by a
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small subset of features or training instances than by the entire
set of training features and instances. Evolutional naïve Bayes
(ENB) [20] uses a genetic algorithm to select a set of features
that improves the classification accuracy of NB and then builds
an NB classifier using the selected features.

The amount of update ߜ௧ାଵ ሺܽ ǡ ܿ௧௨ ሻ and
ߜ௧ାଵ ൫ܽ ǡ ܿௗ௧ௗ ൯ are proportional to the error, which is
computed as:

In the second group, methods were proposed to improve
the estimation of the values of probability terms when there is
not enough training data. In [13],[14] instance cloning methods
were used to deal with data scarcity. These methods are lazy
because they build the NB classifier during classification.
Therefore, the classification time is relatively high [21]. In [13]
a method called LNB (for Lazy Naïve Bayesian) clones some
instances based on their dissimilarity to a new instance, while
[14] uses a greedy search algorithm to determine the instances
to clone. Although, the cloning techniques in [13] and [14]
were developed for improving the ranking performance of NB,
their classification performance significantly outperforms NB
in the same way [14]. The Discriminatively weighted Naïve
Bayes (DWNB) [12] method assigns instances different
weights depending on how difficult they are to classify. It
begins by assigning every instance a weight of one. Then it
iteratively increases the weight of instances such that difficult
instances get larger weights. Thus, instances with large weights
have more effect on the estimation of ܲሺܿሻand ܲ൫ܽ ȁܿ൯ than
instance with small weights.

where
ሺ ȁ ǡ ǡڮǡ ሻ
ܲሺܿ ȁܽଵ ǡ ܽଶ ǡ  ڮǡ ܽ ሻ ൌ σ  భ మ 

FTNB [7] and Selectively Fine-Tuning Bayesian Network
(SFTBN) [10] were also proposed to address the problem of
scarcity of data for NB classification. In this paper, we propose
yet another fine-tuning method. The FTNB algorithm consists
of two stages; in the first stage, it builds an initial NB classifier,
and in the second stage it uses the misclassified training
instances to update the probability terms. If a training instance,
, of the form ൏ ܽଵ ǡ ܽଶ ǡ  ڮǡ ܽ ǡ ܿ௧௨  , is misclassified
then the predicted class, ܿௗ௧ௗ , has higher probability than
the actual class, ܿ௧௨ , given the instance’s other attribute
values. During the fine-tuning stage, the probability terms are
updated in such a way that ൫ܿௗ௧ௗ หܽଵ ǡ ܽଶ ǡ  ڮǡ ܽ ൯ is
decreased, and ሺܿ௧௨ ȁܽଵ ǡ ܽଶ ǡ  ڮǡ ܽ ሻ is increased. The
tuning process continues as long as the classification accuracy
improves. Figure 1 shows the details of the algorithm.
In Eqs. 4 and 5, FTNB determines the amount to update
ሺܽ ȁܿ௧௨ ሻ and ൫ܽ หܿௗ௧ௗ ൯, respectively.

݁ ݎݎݎൌ
หܲ൫ܿௗ௧ௗ หܽଵ ǡ ܽଶ ǡ  ڮǡ ܽ ൯ െ ܲሺܿ௧௨ ȁܽଵ ǡ ܽଶ ǡ  ڮǡ ܽ ሻหǡ

ೖ ሺೖ ȁభ ǡమ ǡڮǡ ሻ

ߟ ή ሺߙ ή ሺ݉ܽݔ ȁܿ௧௨ ሻ െ ሺܽ ȁܿ௧௨ ሻሻ ή ݁ݎݎݎ

(3)

Algorithm FTNB-ID (Training_instances)
phase 1
Use Training_instances to estimate the values of each
probability term used by the NB algorithm
phase 2
ൌͲ
while training classification accuracy improves do
for each training instance, , do
let ܿ௧௨ be the actual class of 
let ܿௗ௧ௗ ൌ ሺሻ
if ܿௗ௧ௗ ൏ ܿ௧௨

//misclassified

for each attribute value, ܽ , of inst do
compute ߜ௧ାଵ ሺܽ ǡ ܿ௧௨ ሻ
compute ߜ௧ାଵ ൫ܿ௧௨  ൯
௧ାଵ ሺܽ ȁܿ௧௨ ሻ ൌ
௧ ሺܽ ȁܿ௧௨ ሻ  ߜ௧ାଵ ሺܽ ǡ ܿ௧௨ ሻ
௧ାଵ ሺܿ௧௨ ሻ ൌ
௧ ሺܿ௧௨ ሻ  ߜ௧ାଵ ሺܿ௧௨ ሻ
compute ߜ௧ାଵ ൫ܽ ǡ ܿௗ௧ௗ ൯
compute ߜ௧ାଵ ቀܿௗ௧ௗ  ቁ
௧ାଵ ൫ܽ ȁܿௗ௧ௗ ൯ ൌ
௧ ൫ܽ ȁܿௗ௧ௗ ൯ െ  ߜ௧ାଵ ൫ܽ ǡ ܿௗ௧ௗ ൯
௧ାଵ ൫ܿௗ௧ௗ ൯ ൌ
௧ ൫ܿௗ௧ௗ ൯ െ ߜ௧ାଵ ൫ܿௗ௧ௗ ൯
endfor
endfor
 ݐൌ  ݐ ͳ

ߜ௧ାଵ ൫ܽ ǡ ܿௗ௧ௗ ൯ ൌ

end while

െߟ ή ሺߙ ή ൫ܽ หܿௗ௧ௗ ൯ െ ൫݉݅݊ ȁܿௗ௧ௗ ൯ሻ ή ݁ݎݎݎ

(4)

(6)

Eq. 6 is used to normalize to the probabilities.

endif

ߜ௧ାଵ ሺܽ ǡ ܿ௧௨ ሻ ൌ

(5)

Figure 1. The FTNB algorithm
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The learning rate, Ʉ, which is a value between zero and one
is used to decrease the update step. The update step size for the
probability term ሺܽ ȁܿ௧௨ ሻ in Eq. 4, is designed to be large
for small terms and small for large terms. It means that the
update step is proportional to ߙ ή ሺ݉ܽݔ ȁܿሻ െ ሺܽ ȁܿሻ, where
ߙ is a constant and ݉ܽݔ is the value of the ݅ ௧ attribute with
the maximum probability given ܿ௧௨ . On the other hand, the
update step size for the probability term ൫ܽ หܿௗ௧ௗ ൯ in Eq.
5, is designed to be large for large terms and small for small
terms; we use ߙ ή ൫ܽ หܿௗ௧ௗ ൯ െ ൫݉݅݊ ȁܿௗ௧ௗ ൯,
where ୧ is the value of the ݅ ௧ attribute with the minimum
probability, given that ܿௗ௧ௗ . Similarly, ߙ is a constant
greater than or equal to one and used to control the update step
of ሺ݉ܽݔ ȁܿሻ and ൫݉݅݊ ȁܿௗ௧ௗ ൯. Setting ߙ to one means
these terms get zero as the update step size. Following [7], we
set ߙ to two in all our experiments.
According to [7], fine tuning ሺܿ௧௨ ሻ and ൫ܿௗ௧ௗ ൯
did not improve the classification accuracy of NB. This is
probably because they are estimated using many instances
compared to the probability terms ൫ܽ หܿௗ௧ௗ ൯ and
ሺܽ ȁܿ௧௨ ሻ.
It turned out the fine-tuning NB increases its variance, and
therefore it becomes less tolerant to noise. In [8], a more noise
tolerant FTNB is proposed. Increasing the variance of NB,
however, makes it more suitable for building ensembles of
classifiers using a method such as bagging [22]. In [23] it was
shown that bagging an ensemble of FTNB classifiers for text
classification is more effective than bagging an ensemble of
NB classifiers. In [10], a selective FTNB algorithm was
proposed to fine-tune Bayesian Networks. Thus, this work
addresses the Naïve Bayesian assumption of NB and the
scarcity of training data problem. In [24], the FTNB algorithm
was compared and combined with the DWNB algorithm. In
[20]and [25], the probability estimation problem was dealt with
as an optimization problem and metaheuristic approaches were
used to find good solutions for it.

3. FTNB for Imbalanced Datasets
(FTNB-ID)
In many applications, the available datasets may contain
many instances of one class and a small number of instances
from a different class. For example, in data security datasets
most instances, represent normal behavior and very few
represent an attack. In this work, we propose an FTNB
algorithm for Imbalanced Datasets, FTNB-ID. In FTNB-ID,
we modify the probability update formulas based on the
harmonic average of the probability terms.
When the training data is imbalanced, classifiers tend to
predict the most common class correctly. It is the rare class that

they tend to misclassify. It is easy to see this in the case of NB
classifiers, because the probability terms ሺܽ ȁܿ௧௨ ሻ tends to
be large if ܿ௧௨ is a common class and small if ୟୡ୲୳ୟ୪ is a
rare class. Since the harmonic average is dominated by the
small value, therefore, the harmonic average ሺܽ ȁܿ௧௨ ሻ and
൫ܽ หܿௗ௧ௗ ൯ would be small, if ܿ௧௨ is the rare class.
Thus, the size of the update step should be large i.e., we need
to substantially increase ሺܽ ȁܿ௧௨ ሻ
and decrease
൫ܽ หܿௗ௧ௗ ൯ because a small modification would not make
much difference. However, if both of ሺܽ ȁܿ௧௨ ሻ and
൫ܽ หܿௗ௧ௗ ൯ are large the harmonic average would also be
large, and the update step size should be small. In FTNB-ID,
we also use a decaying learning rate so that the size of the
update step gets smaller as the training process progresses.
Thus in FTNB-ID, we calculate the amount of update for
ሺܽ ȁܿ௧௨ ሻ and ൫ܽ หܿௗ௧ௗ ൯ using Eqs. 7 and 8 instead
of Eqs. 3 and 4, respectively.
ߜ௧ାଵ ሺܽ ǡ ܿ௧௨ ሻ ൌ
ఎ

ଵ

௧

൫ܽ หܿ௧௨ ൯

 మ ή ቆͳ െ ʹ ή ሺ



ଵ

ሻቇ

(7)

ሻቇǡ

(8)

ቀܽ ቚܿௗ௧ௗ ቁ

ߜ௧ାଵ ൫ܽ ǡ ܿௗ௧ௗ ൯ ൌ
ఎ

ଵ

௧

൫ܽ หܿ௧௨ ൯

 మ ή ቆͳ െ ʹ ή ሺ



ଵ

ቀܽ ቚܿௗ௧ௗ ቁ

where t is the iteration (epochs) number.
Contrary to what was reported in [7], we found out that it
is useful to fine-tune ሺܿ௧௨ ሻ and ൫ܿௗ௧ௗ ൯. This is
probably the case because we are dealing with imbalanced
training data. To modify class probability, we apply Eqs 9 and
10 to find the step size that will be used in increasing ሺ ୟୡ୲୳ୟ୪ ሻ
and decreasing ൫ܿௗ௧ௗ ൯, respectively.
ߜ௧ାଵ ሺܿ௧௨ ሻ ൌ
ఎ

ଵ

௧

ሺೌೠೌ ሻ

 మ ή ൬ͳ െ ʹ ή ሺ



ଵ

ሻ൰

(9)

ሻ൰

(10)

൫ೝ ൯

ߜ௧ାଵ ቀܿௗ௧ௗ  ቁ ൌ
ఎ

ଵ

௧

ሺೌೠೌ ሻ

 మ ή ൬ͳ െ ʹ ή ሺ



ଵ

൫ೝ ൯

4. Experimental Setup and Results
In this section, we validate the classification performance
of the proposed FTNB-ID and compare it with the NB and
FTNB algorithms. We evaluate the proposed FTNB-ID using
two recently published datasets in the domain of cybersecurity. The first dataset is dataset for intrusion detection in
Wireless Sensor Networks (WSN) networks (named as WSNDS) [26], [27], [28]. This dataset has been evaluated and
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published recently and contains (374661 records and 19
numeric features) that represent four types of DoS attacks:
Blackhole, Grayhole, Flooding, and Scheduling (TDMA)
attack, in addition to the normal behavior (no-attack) records.
WSN-DS is obviously an imbalanced dataset. Table (1) shows
the class distribution.
Classes

# instance

Normal
Flooding
Grayhole
Blackhole
TDMA
Total

We evaluated FTNB-ID with respect to precision, recall,
and F1 score which is a more suitable evaluation criterion than
accuracy for domains with imbalanced datasets. We used 10fold cross-validation. Tables (3) and (4) show the results of the
NB, FTNB, and the proposed FTNB-ID for WSD and
Ransomware datasets, respectively. In order to find the three
performance metrics (precision, recall, and F1 score) , a muliclass confusion matrices are build. In a confusion matrix, the
predicted classes are compared with the actual classes. Each
row of the matrix represents the results of prediction for the
corresponding class at that row, while each column represents
the actual class. The diagonal cells show the number and
percentage of correct classifi cations by the trained classifier,
true positive (TP), while the off diagonal cells represent the
misclassified predictions, false positive (FP) and false
negative (FN).

Percentage
90.77 %
0.88 %
3.90 %
2.68 %
1.77 %
100 %

340066
3312
14596
10049
6638
374661

Table (1) WSD data description
Class Name

# instance

Percentage

Goodware

942

61.80%

Citroni
CryptLocker

50

3.30%

107

7.00%

CryptoWall

46

3.00%

Kollah

25

1.60%

Kovter

64

4.20%

Locker

97

6.40%

Matsnu

59

3.90%

Pgpcoder

4

0.30%

Reveton

90

5.90%

TeslaCrypt

6

0.40%

Trojan-Ransom

34

2.20%

currently encountered in the wild (most of them belong to
crypto-ransomware type). Then, they manually clustered each
ransomware into a family name. The dataset contains (582)
ransomware samples, and (942) of benign applications
(goodware) and (30,967) features. The dataset is available from
VirusShare website [29]; Table (2) shows its class distribution.

The results reveal that FTNB-ID consistently and
significantly outperforms NB and FTNB for all different
classes with respect to the three performance metrics we used.
For the WSD dataset, on average, there is 10% improvement in
F1 score as a result of using FTNB-ID compared to NB. For
some classes that have scarce data the improvement is even
more. For example, there is a 25% improvement in the F1 score
for TDMA and 11% for Grayhole. Surprisingly, there is a slight
improvement for the most common class which is Normal.
For the Ransomware dataset, FTNB-ID improved the F1
score by an average of 36% compared to NB. And compared to
FTNB, it improved the F1 score by 30% on average.

Table (2) Ransomware data description
The second dataset was created and verified in [29]. The
authors have collected ransomware samples that are
representative of the most popular versions and variants

Classes

NB

We conducted a corrected paired two-tailed t-test with
95% confidence to see if FTNB-ID significantly outperforms
NB and FTNB and the result was positive in terms of accuracy
and F1 score.
FTNB

FTNB-ID

Precision

Recall

F1 score

Precision

Recall

F1 score

Precision

Recall

F1 score

Normal

0.9967

0.9729

0.9847

0.9965

0.9904

0.9934

0.9971

0.9981

0.9976

Flooding

0.7888

0.9958

0.8803

0.9252

0.9444

0.9347

0.9576

0.9535

0.9555

Grayhole

0.7757

0.9498

0.8539

0.9081

0.9482

0.9277

0.9631

0.9679

0.9655

Blackhole

0.9555

0.9259

0.9405

0.9690

0.9523

0.9606

0.9822

0.9739

0.9781

TDMA

0.5347

0.9330

0.6798

0.7460

0.9217

0.8246

0.9630

0.9137

0.9377

0.8107

0.9555

0.8680

0.9090

0.9514

0.9282

0.9614

0.9726

0.9669

Average

Table (3) The result (Precision, Recall, and F1 score) for WSD dataset
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Classes

NB

FTNB

FTNB-ID

Precision

Recall

F1 score

Precision

Recall

F1 score Precision

Recall

F1 score

Goodware

0.6151

0.9671

0.7520

0.6632

0.9533

0.7822

0.9716

0.9437

0.9575

Citroni
CryptLocker

0.0000

0.0000

0.0000

0.8421

0.3200

0.4638

0.6429

0.7200

0.6792

0.0187

0.0325

0.0000

0.0000

0.0000

0.6792

0.6729

0.6761

CryptoWall

0.1250
0.0000

0.0000

0.0000

0.2500

0.0217

0.0400

0.3621

0.4565

0.4038

Kollah

0.0000

0.0000

0.0000

0.0000

0.0000

0.0000

0.0588

0.0400

0.0476

Kovter

0.0000

0.0000

0.0000

0.0000

0.0000

0.0000

0.6667

0.7188

0.6917

Locker

0.6000

0.0309

0.0588

0.1013

0.0825

0.0909

0.5488

0.4639

0.5028

Matsnu

0.0508

0.0923

1.0000

0.0847

0.1563

0.4000

0.6102

0.4832

Pgpcoder

0.5000
0.0000

0.0000

0.0000

0.0000

0.0000

0.0000

0.0000

0.0000

0.0000

Reveton

0.0000

0.0000

0.0000

0.5556

0.1667

0.2564

0.7473

0.7556

0.7514

TeslaCrypt

0.0000

0.0000

0.0000

0.0000

0.0000

0.0000

0.0000

0.0000

0.0000

Trojan-Ransom

0.0000
0.1533

0.0000
0.0890

0.0000
0.0780

0.0000
0.2843

0.0000
0.1357

0.0000
0.1491

0.0769
0.4295

0.0882
0.4558

0.0822
0.4396

Average

Table (4) The result (Precision, Recall, and F1 score) for Ransomware dataset

5. Conclusions

7. References

This work proposed a fine-tuning algorithm for
NB that is suitable for imbalanced datasets. The
proposed FTNB-ID algorithm determines the size of
the update step based on the harmonic average of the
probability terms it fine tunes. This makes the update
step size large when rare classes are incorrectly
classified. We evaluated the performance of the
algorithm with respect to precision, recall, and F1
score. Our empirical analysis reveals that FTNB-ID
significantly outperforms NB and the original FTNB
algorithm with respect to the F1 score. In Fact, FTNBID also significantly outperforms NB and FTNB with
respect to the classification accuracy. As future work,
we intend to investigate using the harmonic average
for instance weighing and features weighting in
Bayesian classification.
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