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Abstract High quality, large quantities of well-distributed,
fast and effective randomness is rising to claim the pivotal
role in the emerging cyber reality. Randomness is the
fundamental equalizer that creates a level playing field to
the degree that its efficient use will become the critical
winning factor, computational power not withstanding. We
must adapt all our cyber protocols, and pay special attention
to key cryptographic methods, to leverage this strategic turn.
Our foes are expected to arm themselves with randomnesspowered defense that we would be unable to crack, neither
with brute force, nor with mathematical advantage. Rising
randomness will also change the privacy landscape and pose
new law-enforcement challenges. In the new paradigm users
will determine the level of security of their communication
(by determining how much randomness to use) which is
strategically different from today when cipher designers and
builders dictate security, and are susceptible to government
pressure to leave open a back door . The new crop of
ciphers (Trans-Vernam ciphers) will be so simple that they
offer no risk of mathematical shortcut, while they are
designed to handle large as desired quantities of
randomness. The resultant security starts at Vernam-grade
(perfect secrecy, for small amount of plaintext), slips down
to equivocation (more than one plausible plaintext), as more
plaintext is processed, and finally, comes down to
intractability (which remains quite flat for growing amounts
of processed plaintext). These new ciphers give the weak
party a credible defense that changes the balance of power
on many levels. This vision has very few unequivocal
indications on the ground, as yet, and hence it is quite likely
for it to be ignored by our cyber leaders, if the saying about
the generals who are prepared for the last war is applicable
here.

I.

INTRODUCTION

Crude oil extracted from the earth has been routinely
used in lighting fixtures, furnaces, and road paving, but when
the combustion engine was invented, oil quickly turned to be
a critical life resource. A perfect analogy to randomness
today, routinely used in virtually all cryptographic devices:
limited, well known quantities, of varied quality. But that is
changing on account of three merging developments:

1. Modern technology brought about the collapse of
the cost of memory, as well as its size, while reliability is
nearly perfect.
2. Complexity-claiming algorithms are increasingly
considered too risky.
3. The Internet-of-Things becomes crypto-active, and
is inconsistent with modern ciphers.
Storing large quantities of randomness is cheap, easy,
and convenient. An ordinary 65 gigabyte micro SD will have
enough randomness to encrypt the entire Encyclopedia
Britannica some 25 times – and doing so with mathematical
secrecy.
Complexity-claiming algorithms have lost their luster.
They are often viewed as favoring the cryptographic
powerhouses, if not an out right trap for the smaller user. The
New York Times [Perlroth 2013] and others, have reported
that the NSA successfully leans on crypto providers to leave
a back-door open for government business.
The looming specter of quantum computing is a threat,
which becomes more and more difficult to ignore. The
executive summary of the Dagstuhl Seminar [Mosca 2015]
states: “It is known that quantum algorithms exist that
jeopardize the security of most of our widely-deployed
cryptosystems, including RSA and Elliptic Curve
Cryptography. It is also known that advances in quantum
hardware implementations are making it increasingly likely
that large-scale quantum computers will be built in the near
future that can implement these algorithms and devastate
most of the world’s cryptographic infrastructure.”
The more complex an algorithm, the greater the chance
for a faulty implementation, which can be exploited by a
canny adversary, even without challenging the algorithmic
integrity of the cipher. Schneier [Schneier 1997] states:
“Present-day computer security is a house of cards; it may
stand for now, but it can’t last. Many insecure products have
not yet been broken because they are still in their infancy.
But when these products are widely used, they will become
tempting targets for criminals”
Claude Shannon [Shannon 1949] has shown that any
cipher where the key is smaller than the plaintext is not
offering mathematical secrecy. And although all mainstay
ciphers use smaller (Shannon insecure) keys, the casual

reader will hardly discern it, as terms like “provingly
secure”, and “computationally secure” adorn the modern
crypto products. At best a security proof will show that the
referenced cipher is as hard to crack as a well-known
problem, which successfully sustained years of cryptanalytic
attacks [Aggrawal 2009]. The most commonly used such
anchor problem is factoring of large numbers. The literature
features successful practical factoring of numbers of size of
220-230 decimal digits [Kleinjung 2009, Bai 2016] . Even in
light of these published advances, the current standard of
1000 bits RSA key is quite shaky. Nigel Smart offers a stark
warning to modern cryptography: “At some point in the
future we should expect our system to become broken, either
through an improvement in computing power or an
algorithmic breakthrough” [Smart 2016, Chap 5]
Alas, when one considers
both motivation and
resources, then these academic efforts pale in comparison
with the hidden, unpublished effort that is sizzling in the
secret labs of national security agencies around the world. As
all players attempt to crack the prevailing ciphers, they are
fully aware that the other side might have cracked them
already, and this built-up unease invigorates the prospect of
rising randomness: a crop of alternative ciphers, building
security, not on algorithmic complexity, but on a rich supply
of randomness.
The Internet of Things stands to claim the lion share of
crypto activity, and many of those "things" operate on battery
power, which drains too fast with today's heavy
computational algorithms. Millions of those interconnected
‘things’ are very cheap devices for which today’s crypto cost
cannot be justified, yet broadcasting their measurements, or
controlling them must be protected. These "things" can easily
and cheaply be associated with a large volume of
randomness which will allow for fast, simple and economical
algorithms to insure reliable security, not susceptible to the
mathematical advantage of the leading players in the field.
These three trends point to a future where randomness is
rising.
A wave of new ciphers is in the offing where high-quality
randomness is lavishly used in secret quantities designed to
neuter even the much feared "brute force" attack, as well as
withstand the coming “earthquake” of quantum computing,
and resist the onslaught of open-ended, unmatched
adversarial smarts. Ciphers that will prospectively deploy
large amounts of randomness will wipe away the edge of
superior intellect, as well as the edge of faster and more
efficient computing.
A cyber war calls for communication among nonstrangers and hence symmetric cryptography is mainstay. All
mainstay ciphers in common use today conform to the
paradigm of using a small, known-size (or several known
sizes), random key, and may be a small nonce to boot. These
ciphers feature algorithmic complexity for which no
mathematical shortcut was published, and all known
computers will crack it only in a period of time too long to be
of any consequence.

As the prospect of a global vicious cyber war looms
larger, the working assumption of the warriors is that these
fair-day ciphers described above may not be robust enough
for their wartime purpose. Mathematical complexity in
principle has not been mathematically guaranteed, although
theoreticians are very busy searching for such guarantee. We
can prove that certain mathematical objectives cannot be
reached (e.g. general solution to a quintic function), but not
prove that a multi-step algorithm that is based on detecting a
pattern within data cannot be improved upon, with
probabilistic methods further spewing solution uncertainty.
Moreover, computational objectives which are proven to be
impossible in the general case, are normally quite possible in
a large subset (even a majority) of cases. There are infinite
instances of polynomials of degree five, and higher that can
be solved by a general formula for their class, limiting the
practical significance of Abel's proof.
Given the stakes in an all out cyber war, or in a wideranging kinetic war intimately supported by a cyber war, the
parties preparing for that war will increasingly harbor unease
about the class of alleged-complexity symmetric ciphers, and
will be turning to randomness as a strategic asset.
High quality randomness is as rare as high quality crude
oil. While this is more a literary statement than a
mathematical phrase, the reality is that one needs to go as far
as monitoring a nuclear phenomenon, like a rate of radiation
flux emerging from a long half life radioactive material, to
build a "purely random" sequence. A new contraption is
based on shootig a photon into a half way mirror. These
delicate sources are unwieldy, not very conversant, and not
of scale. There are numerous "white noise" contraptions,
which are non-algorithmic, but are not "pure", and any "non
purity" is a hook for cryptanalysts. Third category is the
algorithmic makers of randomness, commonly known as
pseudo random number generators (PRNG). They are as
vulnerable as the algorithmic complexity ciphers they try to
supplant. The New York Times [Perlroth 2013] exposed the
efforts of the government to compel crypto providers to use
faulty PRNG which the NSA can crack (The dual elliptic
curve deterministic random number generator). So to harvest
high quality randomness in sufficient quantities is a
challenge. To handle it, once harvested, is another challenge.
In a cyber war randomness has to be properly distributed
among the troops, and their integrity must be carefully
safeguarded.
We don't yet have good and convenient randomness
management protocols. The brute force use of randomness is
via the 1917 Vernam cipher [Vernam 1918] which some
decades later Claude Shannon has proven to be
mathematically secure [Shannon 1949]. Theoretically, a
cyber army properly equipped with enough randomness may
safeguard the integrity of its data assets by rigorous
application of Vernam. Alas, not only is it very wasteful in
terms of randomness resources, its use protocols, especially
with respect to multi party communications are very taxing
and prone to errors. So we must re-think randomness
management and randomness handling, and use effective
protocols to accommodate the level of randomness reserves
versus security needs.

The coming cyber war will be largely carried out with
unanimated "things" exploiting the emerging tsunami of the
Internet of Things. Many of the 60 billion "things" or so that
would be fair game in the war, will have to communicate
with the same security expected of human resources. Only
that a large proportions of those warrior "things" is small,
even very small, and powered by limited batteries that must
preserve power for the duration of the war. These batteryoperated devices cannot undertake the computational heavy
lifting required by today's leading ciphers. In reality, many
‘smart things’ are remotely controlled without any
encryption, easy pray for the malicious attacker. Meanwhile,
memory has become cheap, small-size, and easy. A tiny
micro SD may contain over 100 gigabytes, and placed in a
bee-size drone operated on a tiny solar panel. The working
cipher for that drone will have to use simple computational
procedures and rely for security on the large amount of
randomness on it.
Modern societies allow for strangers to meet in cyber
space, and quickly establish a private communication
channel for confidential talk, play, pay or business. Part of
the modern Cyber War will be to disrupt these connections.
Cryptography between and among strangers also relies on
intractability-generating algorithms, and hence this category
is equally susceptible to stubborn hidden persistent
cryptanalytic attacks. Any success in breaching RSA, ECC
or alike will be fiercely kept in secret to preserve its benefit.
Recognizing this vulnerability, modern cyber actors will shift
their confidential communication channel tools from today's
intractability sources to tomorrow probability sources,
combined with randomness. Probability procedure, like the
original Ralph Merkle procedure, [Merkle 1978] ,buy its
users only a limited time of confidentiality, and hence
subsequent algorithms will have to leverage this limited time
privacy to durable privacy. Probability succumbs to
unexpectedly powerful computers, but is immunized against
surprise mathematical smarts.
Our civil order is managed through the ingenuous
invention of money. Society moves its members through
financial incentives; people get other people to work for
them, and serve them by simply paying them. And it so
happens that money moves aggressively into cyberspace.
Digital money will soon be payable between humans,
between humans and 'things' and between 'things and things'.
Cyber criminals will naturally try to counterfeit and steal
digital money. Here too, the best protection for digital
money is randomness galore. [Samid 2014].
A. How Soon?
This thesis envisions a future when
randomness becomes "cyber oil", the critical resource that
powers up future cyber engines. The question then arises:
how soon?
Clearly today (2018), this is not the reality in the field.
Virtually all of cryptography, for all purposes, is based on
ciphers, which use small keys of fixed size, and which are
unable to increase the key size too much because of

exponential computational burden. So when is this vision of
'randomness rising' going to actually happen, if at all?
As more and more of our activities steadily migrate into
cyber space, more and more nation states and other powerful
organizations take notice, and realize that their very well
being hinges on cyber integrity. Looking to minimize their
risks, all players will be steadily guided to the safe haven of
randomness. By the nature of things the arena is full of many
small fish and a few big fish. The small fish in the pond are
very reluctant to base their welfare and survival on ciphers
issued, managed, and authorized by the big players,
suspecting that these cryptographic tools have access hooks,
and are no defense against their prospective adversaries.
Looking for an alternative, there seems to be only one
option in sight: Trans Vernam Ciphers, as defined ahead:
ciphers that operate on at-will size randomness and that can
be gauged as to the level of security they provide, up to
Vernam perfect security. Unlike oil, Randomness cannot be
boycotted, and it neutralizes the advantage of the bigger,
smarter adversary.

II. RANDOMNESS-POWERED
PARADIGM

VARIABLE

SECURITY

The current security paradigm is on a collision course
with ultra fast computing machines, and advanced
cryptanalytic methodologies. Its characteristic, fixed size,
small key becomes a productive target to ever-faster brute
force engines, and ever more sophisticated adversarial
mathematical insight. As cryptography has risen to become
the win-or-lose component of the future wars, this looming
risk is growing more unacceptable by the day. Serious
consumers of high-level security have often expressed their
doubt as to the efficacy of the most common, most popular
symmetric and asymmetric ciphers. And they are talking
about financial communication in peacetime. Much more so
for a country or a society fighting to maintain its civil order,
and win a fierce global war.
This pending collision is inherent in the very
paradigm of today's cryptographic tools. The harm of this
collision can be avoided by switching to another paradigm.
The alternative paradigm is constructed as a userdetermined randomness protection immunized against a
smarter adversary.
The idea is to replace the current line-up of
complexity-building algorithms with highly simplified
alternatives. Why? Complexity-building algorithms are
effective only against an attacker who does not exceed the
mathematical insight of the designer. The history of math
and science in general is a sequence of first regarding a
mathematical objective or a challenge of science as daunting
and complex, while gradually, gaining more and more
relevant insight and with it identifying an elegant simplicity
in exactly the same situation that looked so complex before.

One may even use complexity as a metric for intelligence:
the greater the complexity one sees as simplicity, the higher
one's intelligence. Theoretical mathematicians have been
working hard trying to prove that certain apparent
complexity cannot be simplified. These efforts are
unproductive so far, but even if they will be successful, they
relate only to the theoretical question of complexity in worst
possible case, while in practical cyber security we are more
interested in the common case, even in the not so common
case, as long as it is not negligible in probability. And the
more complex an algorithm, the more opportunity it
presents for mathematical shortcuts, and hence the current
slate of ciphers, symmetric and asymmetric, is at ever
greater risk before the ever more formidable cryptanalytic
shops popping around the world, as more countries realize
that their sheer survival will turn on their cyber war
weaponry.
So we are looking at a shift from complexity building
algorithms to simplicity wielding algorithms: algorithms
that are so simple that they live no room for any
computational short cut, no matter how smart the adversary.
And since the algorithms will be simple, the security
will have to come from a different source. That source is
randomness. And unlike the randomness of today's
paradigms, which is limited, of known quantity, and
participating in a cryptographic procedure of fixed measure
of security -- the new paradigm will feature randomness of
varied and secret quantity, where said quantity is determined
by the user per case, and also said quantity determines the
security of the encrypted message. This means that the
users, and not the cipher designer, will determine the level
of security applied to their data. The open-ended nature of
the consumed randomness will neuter the last resort measure
of brute force cryptanalysis. The latter only works over a
known, sufficiently small size randomness.
A cryptographic paradigm calling for “as needed”
consumption of randomness, is inherently approaching the
mathematical secrecy offered by Vernam cipher, in which
case all cryptanalytic efforts are futile. Alas, Vernam cipher
per se is extremely unwieldy and uncomfortable, so much so
that its use in a cyber war appears prohibitive. Albeit, when
one examines Shannon proof of mathematical secrecy one
notices that it is not limited to Vernam per se, it is limited by
the constrain that the size of key should not be smaller than
the size of the encrypted plaintext. This opens the door to
paradigms in which a very large key (lots of randomness) is
used to encrypt successive series of plaintext messages
going back and forth. As long as the total bit count of the
encrypted messages is smaller than the randomness used in
the key, then the correspondents will enjoy complete
mathematical secrecy. The first crop of “randomness rising”
ciphers do just that.

We envision, therefore the coming cyber war where
combatants are loaded with sufficient quantities of high
quality randomness, and consume it as the war progresses.
The combatants themselves (the users) decide for each case,
and any circumstances how much randomness to use.
III.

TRANS-VERNAM CIPHERS

We define trans-Vernam ciphers as ciphers, which
effectively operate with any desired level of randomness
(key), such that their security is a rising monotonic function
with the amount of randomness used, and is asymptotically
coincident with Vernam's perfect secrecy.
The term "effectively operate" implies that the
computational burden is polynomial with the size of the
randomness. For most of the prevailing ciphers today this is
not the case. Computational burden is typically exponential
with the size of the key.
Basically, a Trans-Vernam Cipher (TVC) is changing
the source of security from algorithmic complexity to crude
randomness. And that is for several reasons: (i) algorithmic
complexity erodes at an unpredictable rate, while a measure
of high-quality randomness is by its definition not
vulnerable to any superior intelligence, and its cryptanalytic
resistance is directly proportioned to its quantity, (ii) ciphers
based on algorithmic complexity offer a fixed measure of
security, which their user cannot further tailor. So naturally
some use is overuse (too much security investment), and
some use is underuse (too little security investment). The
user is locked to whatever measure offered by the deployed
algorithm. By contrast a trans-Vernam Cipher has, what can
be described as, 'neutral algorithm' and the security is
determined by the quality and quantity of the used
randomness, which is the user's choice per case. So the user
can choose more randomness for high value secrets, and less
randomness for low value secrets; (iii) Speed and energy:
the computational burden for algorithmic ciphers is high,
with great energy demand, and the speed is relatively low.
By contrast. a TVC cipher is fast and enjoys low energy
consumption.
Nominal ciphers offer a fixed security expressed in the
intractability they offer to their cryptanalyst. This security is
largely independent of the amount of plaintext processed,
and is limited by the brute force strategy that is guaranteed
to crack the cipher. More efficient cryptanalysis may happen
on account of unexpected highly efficient computing
machines, or on account of unexpected mathematical
insight. From a purely cryptographic standpoint there is no
limit on the amount of text that is used by a given cipher
over the same key, except to the extent that more will be
compromised should the key be exposed. That means that if
the intractability wall holds, the amount of text can be as
large as desired.

By contrast, Trans-Vernam ciphers using a fixed key will
offer an eroding level of security commensurate with the
amount of plaintext used over the same key. Why then even
think of replacing nominal fixed-security ciphers with TVC,
which offer less and less security as more plaintext is
processed? The reason is simple: the initial security offered
by TVC, namely when the amount of plaintext is small, is
higher than any security offered by nominal ciphers. And
what is more, the growing loss of security, as the amount of
plaintext grows is well gauged, and will rationally figure out
into the user's risk analysis. While nominal ciphers offer a
fixed intractability, TVC first offer perfect mathematical
secrecy (Vernam security), then slide into "equivocation
security", and as more and more plaintext is coming
through, the resultant security is effected through
intractability. And of course, once the key is changed, the
security readily jumps to Vernam, from there to
Equivocation grade, and finally to intractability protection.
We will see later that TVC keys may be replenished in an
"add-on" mode where the used key is combined with new
key material. Equivocation security is defined as the case
where an infinitely smart and omnipotent cryptanalyst is at
most facing two or more plausible plaintexts without having
any means for deciding which is the plaintext that was
actually used. Nominal degree of equivocation is measured
by the count of plaintext options above some threshold of
plausibility. Albeit, functional equivocation is more
intricate, and less objective: it measures the "interpretation
span" per case. For example: If the cryptanalyst faces 4
plausible plaintexts like: "we shall attack at 6pm", "we shall
attack at 6:30pm", "we shall attack at 6:45pm" and "we shall
attack at 7:00pm", then his equivocation will be of a lesser
degree compared to facing two options: "we shall attack
from the north" and "we shall attack from the south". When
sufficient plaintext is going through a Trans Vernam Cipher,
equivocation fades away, and plain old intractability is all
that is left.
The concept of a unicity length is akin to this analysis, and
in principle there is nothing new here, except in the actual
figures. If Vernam (perfect) security extends only to a small
measure of plaintext, and equivocation dies down soon after,
in terms of plaintext processed, then there is little use for a
TVC. The novelty is in finding ciphers that can offer a slow
deterioration of equivocation and a similar slow
deterioration of intractability. The Vernam range has been
fixed by Claude Shannon: as soon as the plaintext is one bit
larger than the key, mathematical secrecy is lost, and
equivocation kicks in. The challenge is to create a cipher
where equivocation deteriorates slowly with the amount of
the plaintext, and similarly for the intractability. We will
discuss ahead some sample ciphers so designed.
The simplest TVC is a slightly enhanced Vernam cipher.
Given a key of size k bits, as long as the size of the plaintext
(p) is smaller or equal to n (p ≤ k), the ciphertext is
mathematically secure. For p larger, but close to k, there is
no longer mathematical security but equivocation kicks in.

In the simple case where the key is reused, (p=2k) then
asymptotically for p →∞ equivocation evaporates. Yet, one
can devise better ways for using the k key bits to encrypt a p
> k plaintext.
Since a TVC can operate with very large keys without
prohibitive computation, it is a serious question for the
cryptanalyst as to how much key material was used. Clearly
if the key is of sufficient amount compared to the plaintext
then all cryptanalytic efforts are futile and wasteful. The
situation is a bit better for the cryptanalyst at the
equivocation zone, and more hopeful in the intractability
zone.

IV.

SUMMARY

This paper points out a strategic turn in cyber security where
the power will be shifting from a few technology providers
to the multitude of users who will decide per case how much
security to use for which occasion. The users will determine
the level of security for their use by determining the amount
of randomness allocated for safeguarding their data. They
will use a new generation of algorithms, called TransVernam Ciphers, (TVC), which are immunized against a
mathematical shortcut and which process any amount of
selected randomness with high operational speed, and very
low energy consumption.
In this new paradigm randomness will be rising to become
'cyber-oil'. Much as crude oil which for centuries was used
for heating and lighting, has overnight catapulted to fuel
combustion engines and revolutionize society, so today's
randomness which is used in small quantities will overnight
become the fuel that powers cyber security engines, and in
that, levels the playing field: randomness eliminates the
prevailing big gaps between the large cyber security power
houses, and the little players; it wipes out the strategic gap
both in computing speed, and in mathematical insight. It
dictates a completely different battlefield for the coming
cyber war -- let us not be caught off guard!
This new randomness-rising paradigm will imply a new era
of privacy for the public along with greater challenges for
law enforcement and national security concerns. The
emerging Internet of Things will quickly embrace the
emerging paradigm, since many IOT nodes are battery
constrained, but can easily use many gigabytes of
randomness.
This vision is way ahead of any clear signs of its
inevitability, so disbelievers have lots of ground to stand
on. Alas, the coming cyber security war will be won by
those who disengaged from the shackles of the present, and
are paying due attention to the challenge of grabbing the
high ground in the field where the coming cyber war will be
raging.
The free cryptographic community (free to develop,
implement, publish, and opine) finds itself with

unprecedented responsibility. As we move deeper into
cyberspace, we come to realize that we are all data bare, and
privacy naked, and we need to put some cryptographic
clothes on, to be decent, and constructive in our new and
exciting role as patriotic citizens of cyber space.
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